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NHCTPYKIUA
N0J1b30BaTe sl HHPOPMALIMOHHBIX CHCTEM
MOY COHI Ne 37

1. TepmuHBI 1 onpeesIeHUs

1.1. ABTOMaTu3upoBaHHOE paboyee MECTO — MPOrPaMMHO-TEXHHYECKH KOMIUIEKC,
npeIHa3HauYeHHBIN AJ aBTOMATHU3AINH JEATEIBHOCTH ONPEIEICHHOTO BUA.

1.2. AHTUBHUpYCHAs 3alIUTa — 3aMKUTa HHPOPMAIIMK ¥ KOMIIOHEHTOB MH(OPMAIIMOHHON
CHUCTEMBI OT BPEJIOHOCHBIX KOMIBIOTEPHBIX MPOTrpaMM (BHPYCOB) (OOHAPYKEHHUE BPEIOHOCHBIX
KOMITBIOTEPHBIX MPOTpamMM (BUPYCOB), OJTOKHPOBAHUE, U30JUPOBAHUE «3aPAKCHHBIX» O0BEKTOB,
yJlaJIeHHE BPEAOHOCHBIX KOMITBIOTEPHBIX MPOTPaMM (BUPYCOB) U3 «3apaskeHHBIX» 0OBEKTOB).

1.3. UndpopmanoHHass cucreMa — COBOKYHMHOCTBb coJepXamuxcs B 0a3zax JaHHBIX
NEPCOHATBHBIX JAHHBIX U 00ECIEUMBAIOIINX MX 00pabOTKYy MH(POPMALMOHHBIX TEXHOJOTHN H
TEXHUYECKUX CPEJICTB.

1.4. OGpaboTka TIEpCOHAIBHBIX JJAHHBIX — JII00O€ JeicTBUe (omepamus) WU
COBOKYIHOCTh  JEUCTBUH  (Oomeparuii), COBEpIIaeMbIX C  HCIOJb30BAHHEM  CPEJICTB
aBTOMAaTHU3AIMK WK 0e3 MCTIONb30BaHMs TAaKUX CPEACTB C MEPCOHATIBHBIMU JAHHBIMH, BKIIIOUas
cOop, 3amuch, CHCTEMAaTHU3aIMI0, HAKOTUICHHE, XpaHEeHHEe, YTOUHEeHHE (OOHOBJICHHE, U3MCHEHHE),
U3BJICUCHHE, MWCIIONb30BaHUE, TMepefady (paclpocTpaHeHHe, MpeloCTaBlIeHUE, JOCTYI),
o0e3nnuuBaHue, OJJOKUPOBAaHUE, YIAICHUE, YHUUTOKECHNE TIEPCOHAIBHBIX TaHHBIX.

1.5. KonpuaenmansHocTh MHPOpPMALUU — 00s3aT€IbHOE MM BBIMOJHEHHS JIUIIOM,
NOJYYMBIIUM JOCTYN K OIpelneneHHod uH(popMmanmu, TpeOoBaHHWE HE MepeaaBaTh TaKylo
UH(OPMAIIMIO TPETHUM JIHIIaM 0e3 coriacus ee o0aanaTens.

1.6. [lepconanbHple maHHBIE — J00as WHOOpPMAIMSA, OTHOCAIIASACA K TPSIMO WU
KOCBEHHO ONPEJEICHHOMY WJIH ONpeaenieMoMy (U3ndecKoMy JIMIY (CyOBEKTy MepCOHaIbHBIX
JIAHHBIX ).

1.7. [lonp3oBarens HWHPOPMAIIMOHHOW CHUCTEMBI — pAOOTHHK, OCYIIECTBISIIONTUAN
00paboTKy MepCOHATBHBIX JAHHBIX B UH()OPMAIIMOHHON CHCTEME.

1.8. CpencTtBO aHTUBUPYCHOM 3allUThl — MPOTPAMMHOE CPEICTBO, pealn3yroliee
¢GyHKIMU OOHApY)KEHUSI KOMITBIOTEPHBIX MPOrpamMM JIMOO MHOH KOMIBIOTEPHON HH(pOpMAINH,
MpeIHA3HAYEHHBIX JJIs1 HECAHKIIMOHUPOBAHHOTO YHUUYTOXKEHUS, OJIOKUPOBAHUS, MOIU(DUKAIINH,
KONUPOBAaHUS  KOMIIBIOTEPHON HMH(OpMAlMM WIM  HEUTpaau3alud  CPEACTB  3alUThI
nH(pOpMaInK, a TAK)KE pearnpoBaHus Ha OOHAPYKEHUE ITHX MPOTPaMM U WH(OpMAITUH.

1.9. CpenctBo 3ammThl MHPOPMAMM — TPOTPaMMHOE oOOecredeHue, MPOorpaMMHO-
anmapatHoe — oOecrieyeHuwe, amnmapatHoe — oOecredyeHue, BEIIeCTBO WM MaTepuan,
NpeIHa3HAYCHHOE WM UCTIOIb3yEeMOe IS 3aIIUThl HH(OpMAaIUK.

2. OOmme MoJIOKEeHHUS
2.1. Hacrosmas MucTpykius nonb3oBartens nHpopMannoHHbIX cucteM MOY COII Ne
37 (nanee — HCTpyKIUs) onpeAessieT 00A3aHHOCTH, IIPaBa U OTBETCTBEHHOCTh paOOTHUKOB MPU
pabote B nHGOpMAIMOHHBIX cucTemax (maiee — MC).



2

2.2. Tpeboanus Hactosmer WHCTpyKIMHM SBISIOTCS OOsA3aTENBHBIMH JUISL  BCEX
pabOTHUKOB, OCYIIECTBIISIONINX 00pa0OTKY M 3aIIUTY MEPCOHATBHBIX AaHHBIX (manee — [1/[H) B
NC — nonwzoBareneit UC (nanee — [lonb3oBaTenn).

2.3. K 3ammmaemoii undopmarnuu, oopadatsiaemoit B UIC MOY COII Ne 37 (nanee —
Yupexnaenue), orHocsatcs [1/1H, cnyxeOHas (TexHoMorndyeckas) HH(OpMAIMsl CUCTEMBI 3aIlUThI
u apyras nHGOpMaIusi OTPaHUYEHHOTO TOCTYTIA.

2.4. Bce nonp3oBarenu MC YupexaeHus M0DKHBI ObITh 03HAKOMIICHBI C TPEOOBAaHUSMH
HacTode MHCcTpyKuuu no noAmnuch.

2.5. Hacrosmas WHCTpyKUMsS SIBASETCS JTOMOJHEHUEM K JCHCTBYIOIIUM JIOKAJbHBIM
HOPMATHBHBIM aKkTaM (BHYTPEHHHM JOKYMEHTaM) IO BOmIpocaM obOecredeHusi 0e30macHOCTH
CBEIEHUI KOH(UACHIMAIBFHOIO Xapakrepa, B ToMm umcine u IIJ[H, W He WuCKiIOYaer
00513aTEILHOTO BHIMIOJIHEHUS UX TPEOOBaHUM.

3. Jlomyck moJib3oBaTesieil K HHPOPMALMOHHBIM CHCTeMaM

3.1. [omyck monb3oBareneit k padore ¢ I1/[n B UC ocymiecTBisieTcss B COOTBETCTBHH C
«Ilepeunem pmommkHocTel paboTtHukoB MOY COII Ne 37, pomymeHHBIX K 00paboTke
MEPCOHAIBHBIX JTaHHBIX.

3.2. K camocrosTenpHOM paboTe Ha aBTOMAaTU3WPOBAHHBIX pabOUMX MecTax (janee —
APM), Bxomsmmx B coctaB MC, momyckaroTcs JWIa, W3YYUBIIHE TPeOOBAaHUS HACTOSIICH
WHCTpyKIIMU U JIOKaJbHBIX HOPMAaTUBHBIX aKTOB IO 3alIUTE MHPOPMAIMK, OCBOMBIINE MPAaBHIIa
skcrutyaTaiui APM U TeXHUYECKUX CPEJICTB 3allUThI.

3.3. Jlomyck mnpou3BOAWUTCA IIOCIE NPOBEPKM 3HaHUsA HacTtosmed WHcTpykuuum u
NpPaKTUYECKUX HABBIKOB B padoTe.

4. O0513aHHOCTH MOJb30BATEJIA

4.1. Kaxnpii Ilonb3oBaTens HMMEIOMMA  JTOCTYH K allapaTHBIM  CPEACTBaM,
nporpaMMHOMYy obecrieueHnto U qaHHbIM MC, HeceT mepcoHaNbHYI0 OTBETCTBEHHOCThH 32 CBOU
IEWCTBUSA U 00s13aH:

4.1.1. Crtporo coOmogaTh YCTaHOBICHHBbIE TMpaBuia oOecredeHus Oe30MacHOCTH
uHpOopMauu pu paboTe ¢ MPOrpaMMHBIMU U TeXHUYeCKUMU cpeactBamu VC.

4.1.2. 3HaTh M CTPOrO BBHINOJHATH TpaBWwiIa pabOThl CO CpPEACTBAMHU  3AIIUTHI
uHpopManuu, yctaHoBlieHHbIME B UC.

4.1.3. BoImonHAT, TpeOOBaHUS 110 AHTUBUPYCHOM 3alllUTe B 4YacTH, Kacaromleics
nevctsuii Ilonp3oBarenen.

4.1.4. HememieHHO CTaBUTh B M3BECTHOCTh OTBETCTBEHHOIO 3a oOOecIieyeHue
6e3onacHoctu [1/1a B UC nnu agmunuctpatopa UC:

- IpU MOJ03PEHUHN KOMIIPOMETALIMH JIMYHOTO TapoJIs;

- HECaHKLIMOHUPOBAHHBIX (MPOU3BEAEHHBIX C HAPYIICHUEM YCTAHOBJIECHHOTO TOPAJIKA)
W3MEHEHUH B KOHQUTYpAIMK MPOTPAMMHBIX WM amnmapatHeix cpencts UC;

- OTKJIOHCHHWH B HOPMAJBbHOW pabOTe€ CUCTEMHBIX W TPHUKIATHBIX MPOTPAMMHBIX CPEACTB,
3aTpyAHAIOMUX dKcIutyaranuio UC;

- HEKOPPEKTHOTO (DYHKIIMOHUPOBAHUS YCTAHOBJIEHHBIX CPEJCTB 3aIMTHI;

- 00Hapy’KeHHUs HEeMpPeIyCMOTPEHHbBIX OTBOIOB Kabenel U MOAKIIOYEHHbBIX YCTPOUCTB;

- oOHapyxeHUs (PaKTOB, MOMBITOK HECAHKIIMOHHPOBAHHOIO JOCTYyNa U CIIy4aeB HApyLIECHUS
YCTAHOBJICHHOTO MOpsaka o0padbotku I1/1H.
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4.1.5. DkpaH BUIEOMOHHTOpA B MOMEIIEHUHU pacrojiaraTh BO BpeMs pabOThl TakK, 4TOOBI
UCKJIIOYaJlaCh BO3MOXKHOCTh O3HAaKOMJIGHHS C OToOpakaemMoil Ha HHX uH(poOpManuen
MOCTOPOHHUMU JIUI[AMHU.

4.2. Tlons3oBarensm MC 3anpemaercs:

- oTkimoyarh  (OMOKMpOBAaTh) CpPeACTBA  3aIIUTHl  MHGOPMALWH, MPEAYCMOTPEHHBIC
OpraHU3alMOHHO-PACIOPAIUTEIbHBIMU ToKyMeHTamu Ha UC;

- MPOU3BOJAUTH KaKHe-TM00 HM3MEHEHHs] B JJIEKTPUUYECKUX CXeMaX, MOHTaXe U pa3MeIleHUU
TEXHUYECKUX CPEJICTB;

- CaMOCTOSITENIbHO YyCTaHaBIMBaTh, THPAXHUPOBaTh, HIM MOAUPUIMPOBATH MPOTPaAMMHOE
oOecrieyeHre, HW3MEHATh YCTAHOBJCHHBIH alropuT™M (YHKIMOHUPOBAHUS TEXHUYECKUX U
MPOTPaMMHBIX CPEJICTB;

- obpabateiBate B MC wmH(pOpManMio U BBHINONHATH ApYyrue paboThl, HE MPEIyCMOTPEHHBIC
nepeuHeM npas [Tonp3oBarens no goctyny k UC;

- coo0mare (WM MepenaBarh) MOCTOPOHHUM JIUIAM JIMYHBIE aTPUOYTHI M MApOIH JIOCTyIa K
pecypcam HC;

- pabdotats B UC npu 0OHaApYXEHUH KaKUX-THOO HEUCTIPABHOCTEH;

- OCTaBJIATH BKJIIOUEHHBIM 0Oe3 mpucmorpa APM, He akTHBU3WPOBAB CPEJCTBA 3aAIUTHI OT
HECAaHKIIMOHUPOBAHHOIO JOCTYIIA;

- YMBIIIJICHHO HCIOJIb30BaTh HEJOKYMEHTHPOBAHHBIE CBOWCTBA W OIIMOKH B MPOTPAMMHOM
00eCTeyeHNH WM B HACTPOMKAX CPEJICTB 3aIIUThI, KOTOPhIE MOTYT IMPUBECTH K O3HAKOMIICHHIO C
3amuaeMoi nHGopMaIueil MoCTOPOHHUX JIULL;

- IPOM3BOJIUTH MEPEMEIEHUs] TEXHUUECKUX cpeacTB APM 6e3 coriiacoBaHus ¢ OTBETCTBEHHBIM
3a obecneuenue Oe3onacuoctu [1/1n B UC;

- BCKpBIBaThb KOpIyca TEXHUYECKHMX cpeAcTB APM m© BHOCUTH H3MEHEHUST B CXEMy U
KOHCTPYKIIMIO YCTPOWCTB.

5. Opranuszanusi padoThl CO CbeMHBIMH MAIIMHHBIMHM HOCUTEISIMA UHGOPMaUKu

5.1.  Opranusanus paboThl CO CheMHBIMU MAIIMHHBIMU HOCUTEIISIMU MHPOpMAIUu (nanee
— CMHMN), copepxamue IIJlH u wuHyro wuHboOpManMiO KOH(PHIESHIMAIHHOIO XapakTepa,
ocymiecTBisieTcsi B coorBeTcTBuH ¢ «llopsakoM oOpaiieHus cO ChbEMHBIMH MAaITHHHBIMU
HocutensiMu uHpopmaru B MOY COLLL Ne 37».

5.2. Tlonwp3oBarenu 00s13aHBI 3HATh U COONIOAATh YCTAHOBJICHHBIE TPEOOBAHUS 1O YUETY
u xpanennro CMHMU.

5.3. CMHMU pomxHBI OBITH 3aperucTpUpOBaHbl B «<OKypHasie yuyera ChbeMHBIX MaIlIMHHBIX
HOcUTeNeH nH(pOopMaIUm.

5.4. CMHMU 3akpemsgercs 3a ONpeaeieHHBIM JUIOM, HECYIIUM OTBETCTBEHHOCTh 3a
COXPaHHOCTh U MecTOHaxoxaeHue nannoro CMHU.

5.5. Ilpu neobxomumoctu nepenaun uHGopmanuun Ha CMHU, nuo oTBeTCTBEeHHOE 32
XpaHEHUE YBEJIOMIIIET OTBETCTBEHHOTro 3a obOecneuenne Oe3zonmacHoctd II/ln B HUC o
HeoOxomumocT mepenaun uHpopmanuu ¢ nomomisto CMHU, nocraBnser CMHU mo mecty
Ha3Ha4YeHHUsl, epeaeT NHPOPMAIUIO C HETO U BO3BPAIIAET €ro Ha MECTO XPaHEHHUS.

5.6. Xpanenne CMHMU ocymiectBisercs:

- s Flash-kapt, cMapT-kapT, KOMIAKT JUCKOB U JIp.) B 3aIIMIIEHHBIX ceidax;
- nnss CMHU, Bxonsamux B coctaB MC, mpousBoauTcs onevarsiBanue kopryca APM.

5.7. Ilonp3oBareisiM 3anpellaeTcs:
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- 3anucbiBaTh M XpaHuTh [I/IH ¥ MHyI0 MHPOpPMaLUI0 KOH(UACHIUAIBHOIO XapakTepa Ha
HeyuteHHbIx CMHU;

- ocraBisite CMHU 6e3 mpucMotpa, mepeiaBaTh UX JAPYTUM JIMIAM U BBIHOCHUTH 3a IMPEEIb
KOHTPOJIMPYEMOH 30HBI, 332 UICKIOUEHUEM CIIy4aeB, B KOTOPbIX pa3peleHa nepegaya CMHU;

- xpauute CMHMU BOAM3M CHIIBHBIX MCTOYHHUKOB 3JIEKTPOMArHUTHBIX H3ITYYEHUH U IMPSIMBIX
COJIHEUHBIX JIy4eH;

- Xpanuth Ha yureHHbIXx CMHU mnporpammbel ¥ gaHHBIE, HE OTHOCAIIMECS K padouei
uH(pOpMaIuu.

6. Opranuzaunusi NapoJbLHON 3aIHUTHI

6.1. Opranuzanys nNapojJbHOW 3alIUTBI IPOU3BOJUTCS B COOTBETCTBUU C «HCTpyKIMen
1o naposibHo# 3ammre uHpopmaru B MOY COLL Ne 37».

6.2. Jluna, ucnonp3yrouiue napoiiu, 00s;3aHbl:

- XpaHUTb B TallHE CBOM I1apoJIb

-4eTKO 3HaTh U CTPOrO BBINOJHATH TpeOoBaHUS HacTosAwmed WHCTpyKIuMM ©  JIpyrux
PYKOBOJSIINX JOKYMEHTOB;

- CBOEBPEMEHHO COO0IIAaTh OTBETCTBEHHOMY 3a oOecniedeHue 6e3zonacHoctH [1JIa B IC 060 Bcex
HEIITaTHBIX CHUTYalUsX, HapyHIEHUSX pPaOOThl CHCTEM 3allUThl OT HECAHKIMOHHPOBAHHOTO
JOCTYyTa, BOZHUKAIOMIMX MpU paboTe ¢ maposiMHU.

6.3. Bo Bpems BBojaa mapoiieii HeOOXOAMMO MCKIIOYUTH BO3MOXXHOCTH €ro IMpOCMOTpa
MOCTOPOHHUMH JIMIIaMU (YEJIOBEK 3a CIIMHOM, HaOII0IeHNE YeTOBEKOM 32 JIBKCHHEM aJIbIEB B
OpSAMOM BUAMMOCTU WM OTPaXEHHOM CBETE) WJIM TEXHHMYECKHMMH CpPEICTBAMH (BHIIEOKaMEpHI,
¢doroanmapatsl u ap.)

6.4. [lng npenoTBpalleHUs AOCTYIAa K NEPCOHAIBHBIM JIaHHBIM, MOJIb30BAaTEIb BO BPEMs
nepeppiBa B paboTe 0053aH OCYIIECTBUTH OJIOKMPOBAHUE CHCTEMbl Ha)KaTHEM KOMOWHAITUU
Ctrl+Alt+Delete n kHonku «biokupoBaTh» WK HAKaTHeM KomOuHaIuu Win+L.

6.5. bnokupoBanme ceanca goctyna mnois3oBarenss B MC ocymectBusierca mocie 15
MHUHYT €ro 06e3/1eiCTBHs (HEaKTUBHOCTH).

6.6. B cimysae yrepu maposns pabOTHHK CTaBUT B  H3BECTHOCTh  CBOETO
HETOCPECTBEHHOTO PYKOBOJHUTENS M OTBETCTBEHHOTO 3a obecreueHue OezomacHoctu I1/[H B
NC nns npuHATUSA TOCAEAYIONINX PELLICHUH.

6.7. B ciaydae koMmpoMeTaluu maposisi (MpoCMOTp MOCTOPOHHUMU, Pa3TrIalIeHUe MapoJIs
U JIp.) HEOOXOAUMO HU3BECTUTH CBOETO HEMOCPEICTBEHHOTIO PYKOBOJUTENS U OTBETCTBEHHOTO 3a
obecnieuenue 6ezonacHoct [11a B UC my1st mpUHATHS TTOCICIYIONINX PEIICHUH.

7. IlpaBuia pa0doThl B ceTsX 0011ero J0CTyNna u (MJIM) MeKIYHAPOAHOT0 0OMeHAa

7.1. Pabora B ceTsix obmiero moctyna u Ha snemeHtax MC, nomkHa OCYIIECTBIATHCS
UCKJIFOUUTENIFHO B CITY>KEOHBIX IIEJIsX.

7.2. Ilpu paboTe B ceTsx oOMIero JOCTyMa 3ampeniacTcs:
- OCYIIECTBIIATH Pa0OTY MPH OTKJIFOUCHHBIX CPEACTBAX 3alUTHI;
- TIepeAaBaTh MO CETSIM OOIIer0 JOCTyIa 3alfuiacMyr0 HWHQPOpMAIHio 0e3 HCIOIb30BaHUS
cpeacTB mudpoBaHus;
- 3aIpelaeTcsl ckauuBaTh U3 ceTu MIHTepHeT nporpaMMHoe o0ecnieueHre u Apyrue ¢aiisl, eciu
3TO HE OMPEAENIEHO €ro JOHKHOCTHBIMU 00S3aHHOCTSIMU;
- 3ampeniaeTcs NOCeIIeHUE U UCTI0Ib30BaHUE CeTH MHTEpHET B TMUHBIX LIENISX.
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8. Ilopsaok ycTaHOBKH OOHOBJICHUI MPOTrPaAMMHOI0 o0ecreyeHust

8.1. VYcraHoBke KpYHmHBIX OOHOBJICHHMN MPOTPAMMHOTO  OOECHEYECHHS  JIOJDKHO
NpEIIecTBOBaTh  TECTHPOBaHHE WH(DOPMAMOHHOW WHQGPACTPYKTYphl HA  OTCYTCTBUE
HETaTUBHBIX BO3JICHCTBUI OT yCTaHABIMBACMBIX OOHOBIICHUH.

8.2. B cmydae oOHapy>XeHHUS HETATUBHOTO BO3JICHCTBUS YCTAaHABIMBAEMOTO OOHOBJICHHS
Ha INTaTHOE (PYHKIIMOHHPOBAaHHE WHOOPMAIMOHHOW WHMPACTPYKTYpHI, JaHHOE OOHOBIICHHE
YCTaHaBIMBATHCS HE IOJKHO IO COMIACOBAHMIO ¢ aaMuHucTpaTtopom MC.

8.3. YcraHOBKE HOBBIX BEPCHH MPOTPAMMHOTO OOECIECUYCHHS WM BHECEHHUIO CEPhE3HBIX
W3MEHEHUH ©  JIOTIOJJHEHWH B  JEHCTBYIOIIEE MPOrPaMMHOE oOOecleueHue JIOJKHO
NpeIIecTBOBaTh  TECTHPOBaHHE HH(DOPMAIMOHHOW WHQGPACTPYKTYphl HA  OTCYTCTBUE
HETaTHUBHBIX BO3JACHCTBUI YKa3aHHOTO MPOTPaAaMMHOTO 00ecieueHHs.

8.4. VYcraHoBKa MPOTECTHUPOBAHHBIX OOHOBJIGHHH, HOBBIX BEPCHH MPOTPAMMHOIO
oOecrieyeHUsT WM BHECEHME WM3MEHEHUH U JIONMOJHEHMH B JACWCTBYIOLIEE MPOTPaMMHOE
o0ecrnieueHre MOXKET OBbITh MPOU3BECHO TOJIBKO IO coryiacoBaHuio ¢ agmuHucTpatopom MC u
OTBETCTBEHHBIM 3a oOecneuenne 6e3onacuoctu [1/a B YIC.

9. TexHosorus oOpadoOTKM MEPCOHATBHBIX JAHHBIX

9.1. Ilpm mnepBuunom gomycke kK padore B HWC Ilonp3oBarens 3HAKOMUTCA C
Tpe6OBaHI/I$IMI/I PYKOBOJAAIINX, HOPMAaTUBHO-MCTOJAUYCCKHUX u OpraHnu3alMOHHO-
pacnopsIUTeNbHBIX JOKYMEHTOB IO BOIPOCAM aBTOMAaTH3MPOBAHHOM 00pabOTKKM MH(OpMALIUH,
u3ydaer MHCTPYKIMIO, TOJy4YaeT MEPCOHAJIbHBIA HACHTU(PHUKATOP WM JIMYHBI Hapoib y
OTBETCTBEHHOTIO 3a obecreuenue 0e3omacHoctu I1/1u B UIC.

9.2. B mpomecce padots! [Tons3zoBarens nmpousBoaut oopadotky I11u B IC.

9.3. TIpu Heobxomumoctu BeiBoA [1JIH 13 MC ocymecTBisieTcs CleayronumM o0pa3om:

- xonmupoBanueM I1JIn Ha yurennsie CMHU;
- mepemadya I[I/lH mno kaHamaMm CBsI3U €  OOSI3aTENBHBIM  NPUMEHEHHEM  CPENICTB
KpUNTOTpagpuyecKon 3aIInThI.

10. Cpoxk geiicTBHUs U OPSIAOK BHECEHUS M3MEHECHM I

10.1. Hacrosmas MHCTpyKIMs BCTYyIaeT B CUIIYy C MOMEHTA €r0 YTBEP)KIEHUS U IEHCTBYET
OeccpovHo.

10.2. Hacrosmas MHCTpYKIUS MOIJIEKUT MEPECMOTPY HE PEXKE OJHOTO pa3a B TPU roja.

10.3. N3MeHeHUsT U [IOMOJHEHUS B HACTOAIMYIO HHCTPpYKIMIO BHOCATCS MPUKA30M
JTUPEKTOpa YUpEeKICHHUS.



[Tpunoxxenne 2
K mpuka3zy Ne 192
ot 14.07.2020

NHCTPYKIUA
110 MaPOJILHOM 3a1uTe HHpopManuu
B MOY COHI Ne 37

1. TepmuHbI 1 onipeaeieHUsI

1.1. ABTOMaTu3upoBaHHOE€ pabodee MEeCTO — MPOTPAMMHO-TEXHHYECKHUN KOMIUICKC,
NpeHAa3HAYCHHBIH U aBTOMATH3AIMH ACSITEITPHOCTH ONIPEIEIICHHOTO BU/IA.

1.2. UndpopmanoHHass cucTeMa — COBOKYIMHOCTBb coJepXamuxcs B 0a3zax JaHHBIX
NEPCOHATBHBIX JaHHBIX U 00ECIEYMBAIONINX MX 00pabOTKYy MH(POPMALMOHHBIX TEXHOJOTHH H
TEXHUYECKUX CPEJICTB.

1.3. O6paboTka mTEepCOHANBHBIX JAaHHBIX — JI00Oe JeiicTBue (omepamus) WK
COBOKYIHOCTh  JEUCTBUH  (Oomeparuii), COBEpIIaeMbIX C  HCIOJb30BAHHEM  CPEJICTB
aBTOMATH3AIMH WM 0€3 MCIIOJBb30BaHMS TAKUX CPEJICTB C MEPCOHAIBHBIMU JTaHHBIMH, BKITIOYAsI
cOop, 3amuch, CHCTEMAaTHU3AIMI0, HAKOTUICHHE, XpaHEeHHEe, YTOUHeHHE (OOHOBJICHHE, U3MCHEHHE),
U3BJICUCHHE, WCIIONB30BaHMUE, Tiepefady (paclpocTpaHeHHe, TMPEeIOCTaBICHUE, JOCTYI),
obe3nuunBaHue, OJIOKUPOBAHKE, YIAICHUE, YHUUTOXKEHUE MIEPCOHATBHBIX TaHHBIX.

1.4. KonpuaeHmansHOCTh UHPOpPMALUU — O00s3aT€IbHOE MAJIS BBIMOJHEHHS JIUIIOM,
MOJYYUBITUM JIOCTYI K OTpeJesieHHOW uH(popManuu, TpeOOBaHHWE HE MepeAaBaTh TaKyHO
UH(OPMAIIMIO TPETHUM JIHIIaM 0e3 coriacus ee o0aanaTens.

1.5. [lepconanbHple maHHBIE — J00as WHOOpPMAIMSA, OTHOCAIIASACA K TPSIMO WU
KOCBCHHO ONPEICICHHOMY MU OIpeesieMOMY (H3NYeCKOMY JIUIY (CYOBEKTy NepCOHAIbHBIX
JAHHBIX ).

1.6. [Tonp3oBatens HWHPOPMAIIMOHHOW CHUCTEMBI — pAOOTHHK, OCYIIECTBISIIONTUAN
00paboTKy MepCOHATBHBIX JAHHBIX B UH()OPMAIIMOHHON CHCTEME.

1.7. CpenctBo 3amuThl MHGOpPMALMM — MPOrpaMMHOE oOOecledeHue, MpPOrpaMMHO-
ammapatHoe — oOecrieyeHue, amnmapaTHoe  oOecrieueHue, BEUIeCTBO WM Marepuad,
npeIHA3HAYEeHHOE WM UCTIONBE3YEeMOE IS 3aIUThI HH()OpMAaIIHH.

2. OO0umue MoJI0KEeHNA

2.1. Hacrosmas UacTpykuus mo napoibHO# 3amute nHbopmarud B8 MOY COIL Ne 37
(manee — MHCTpykiusi) ycTaHaBiIMBaeT TpeOOBAaHUS U OTBETCTBEHHOCTb IPH OpraHU3allid
NaposbHON 3alIUThl MH(QOpPMAIMK, a TaKXKe OMpelesisieT MOPSAOK KOHTPOJIS 3a JEHCTBUSMU
NOJIb30BaTeNe U 00CITYKHBAIOIIEro NMepcoHasa HHPpopMauuoHHbIX cucteM (nanee — UC) npu
paboTe ¢ mapoIsIMH.

2.2. TpeOoBanus Hactosmer MHCTPYKIMU SIBIAIOTCS 00S3aTEIbHBIMH Ui UCIIOTHEHHS
BceMU noJib3oBarensimMu U aaMuHuctparopamu UC MOY COLI Ne 37 (nmanee — YupexaeHue),
HCIOJIb3YIOIIMMHU B CBOEH paboTe Cpe/icTBA BHIUMCIUTEILHON TEXHUKH.

2.3. Bce nonp3oBarenu u agmuHucTpatopbl MC YupexnaeHus, uCnoiap3yonme B CBOCH
paboTe cpeAcTBa BBHIYMCIUTEIBHON TEXHUKHU, JOJDKHBI OBITH O3HAKOMIIEHBI C TpeOOBaHHUSIMHU
HacToder MHcTpyKuuu noj noAmnuch.

2.4. Hacrosimas WHCTpyKIUs SIBISIETCS JOMOJHEHHUEM K JIEUCTBYIOIIUM JIOKAJIbHBIM
HOPMATHUBHBIM aKTaM (BHYTPEHHUM JOKYMEHTaM) IO BOIpocaM oOecreyeHus Oe30MacHOCTH
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CBEICHUI KOH(HICHIIMATBHOTO XapaKTepa, B TOM 4YHCIE M MEePCOHAIBHBIX JaHHBIX (Haiee —
[1/11), 1 HEe UCKITFOYAET 00A3aTEIILHOTO BBHITTOJTHEHHS MX TPEOOBaHUIA.

3. TpebGoBanus, npeabsiBisieMble K HIeHTH(PUKATOPaM (K0JaM) H NAPOJIsAM (OPSAAOK
(¢popMupoBaHus 1 0OpalIeHUsA C HUMH)

3.1. Astopu3zarus nonbs3oBateneid UC ocymecTBisieTcs myTeM BBoOJa UACHTH(GUKATOPA
W/WITY TIapOJIsl.
3.2. TpebGoBanus k GopMUPOBAHUIO IMAPOJICH U OOPAIIEHUIO C HUMH.

3.2.1. Tlapons dQopMupyercs TmNpu CO3AAaHUM YYCTHOM 3alMCH OTBETCTBEHHBIM
obecnieuenne 6e3onacHoctd [1[n B IC mnu agmunuctpatopom VC, mpu nepBUYHOM BXOJZE B
YUYETHYIO 3aIIUCh NAPOJIb JOJDKEH OBITh U3MEHEH BJIaJICNIbLIEM.

3.2.2. Bnagenblibl IMYHBIX TapoJicil 00s3aHbl 00€CTICUNTh X TalHY.

3.2.3. Tlaponu reHepupyIOTCs C YU€TOM CIEAYIOIINX TPEOOBaHMIA:

- MapoJib JOJKEH 3HATh TOJBKO €r0 BIIAJIEIIell;

- JUTMHA MapoJis 0JKHA ObITh HE MEHee 8 CUMBOJIOB;

- B mapoJsie 00s3aTelabHO JOJKHBI MPHUCYTCTBOBATh Kak LU(MpPHI, Tak U OyKBBI Ha BEPXHEM U
HIDKHEM PETUCTpPAX;

- Mapojib HE JOJDKEH BKJIIOYaThb CMBICIOBYIO Harpy3ky (MMeHa, (Qamind, HauMEeHOBaHUS
OpraHM3aIyii, YU, TOPOJOB U T.1.), oOmenpuHsTeie cokpamenus (userOl, password02 u T.11.)
U TOCJIeZIOBaTeNIbHbIE COYETaHMs KJIaBUII KiaBuarypsl (qwertyOl, Myken12);

- MAaKCUMAJIbHBIN CPOK eHCTBUS Maposs cocTasisieT 120 nHel;

- MUHUMAJIbHBIN CPOK JE€HCTBUSI MTAPOJIsl COCTABIIAET 2 JIHS;

- KOJHMYECTBO HEYJNA4YHbIX MMOMBITOK BXOJa B CHUCTEMY, MPUBOAsANIEEe K OJIOKHPOBKE YUETHOMU
3alMCH IOJIL30BaTENd JOJDKHO OBITH He OoJtee 6.

3.2.4. TpebGoBanus Kk GOPMHUPOBAHHMIO TMApOJIEH 00ECTEUNBAIOTCS TEXHHUYECKUMU
BO3MOXXHOCTSIMU HCIIOJb3YEMbIX ONEPALMOHHBIX CHCTEM, CPEACTB 3allUThl MH(OpMALUHM U
UH(POPMALIMOHHBIX PECYpPCOB.

3.2.5. IlonHas mnnaHOBas CMEHa IMApojell MoJb30BaTeNed JODKHA IPOBOIUTHCS
pPEryJsipHO, HE pEXKEe OJHOIO pa3a B IOJAroAa. BHemnaHoBas cMeHa Maposs NMPOU3BOAUTCS B
cllydae ero KOMIPOMETAIINH, a TaKkxKe 1o npockoe noib3oBareist UC.

3.2.6. Xpanenue mnonp3oBatenssMu MC 3HavyeHMid cBoMX Tmapojied Ha OyMaKHOM
Hocutene SAITPEIIIEHO.

3.2.7. Tlomb3oBaTenh HE HMMEET MpaBa COOONIUTH JWYHBIA MApOJb APYTUM JIHIAM
(pa3pemiaercsi TOJBKO C COTJIACOBAaHUS OTBETCTBEHHOIO 3a oOecrneueHue Oe30MacCHOCTH WIU
agmuaucTpaTopa MC npu HAIMYMKM TEXHOJOTUYECKOH HEOOXOAMMOCTH HCIIONH30BAHMS UMEH U
napoJsieil paOOTHUKOB B MX OTCYTCTBUE B CITydae BOSHHUKHOBEHHS HEIITATOHBIX CUTYyaIluid, Gpopc-
Ma)KOPHBIX 0OCTOSATENBCTB U T.I. [0 Bo3pamiennto paboTHUKH 00s3aHbI Cpa3y K€ CMEHUTh CBOM
MapoJii Ha HOBbIE 3HAYEHHS COrIacHO JaHHOM MHCTpyKIun).

3.3. Tlopsaok cMeHbI maposei u UASHTH(PHUKATOPOB MPH H3MEHEHUSIX B OPraHU3aIIIOHHO-
IITAaTHOM CTPYKTYype (KaIpOBBIC MEPECTAHOBKH, YBOJIbHEHNE PAOOTHUKOB):

3.3.1. Ilpm npekpalieHun ASHCTBUS TPYIOBOTO JOTOBOPa ¢ paOOTHUKOM BCE CO3/IaHHBIS
JUISL 9TOTO pabOTHHKA yYeTHBIE 3amKCH (TI0JIb30BATEIbCKOE MMS) TMOJUIeKAT OJJOKHPOBAHUIO HE
Mo37Hee, 4YeM B JIeHb YyBOJbHEeHHs paboTHuka. [lonHoe yaaneHue YYeTHBIX 3amucein
NPOM3BOJIUTCS B TEUEHHUU 5 pabounx AHEW co THS yBOJbHEHHUS paboTHHKA. OCHOBaHHMEM IS
OJIOKMPOBAHUSI W TOCIEAYIOIIErO YAANCHUS Y4YETHBIX 3amucedl paOOTHHKA SIBISIETCS 3asBKa,
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MpEJICTaBICHHAsT HETOCPEICTBEHHBIM PYKOBOIHUTENEM YBOJBHSAEMOr0 HE TMO3JHEe, 4eM 3a 3
paboumx AHS 10 IHS €r0 YBOJIbHEHHUS.

3.3.2. Ilpy nmpoBeneHMHM  OPraHU3AlMOHHO-LIITATHBIX  MEPONPUATHH  (KagpOBbIE
NIEPECTAHOBKM) HEMOCPEACTBEHHBI PYKOBOAMTEIh CTPYKTYPHOTO TOJApa3AeieHus o00s3aH
npezactaBuTh armMuHucTparopy MC 3asBKy Ha H3MEHEHHE B IIpaBax JOCTYIIA.

3.4. Tlopsaok aeicTBUi MPH KOMIPOMETAIIUH UICHTU(UKATOPOB U MAPOJICH.

3.4.1. Tlon xoMmpoMeTanue MOHUMAETCSA: yTpaTa IMapoyisi YYETHOW 3amucu U (WiH)
naposisi uaeHTH(UKaTopa, pa3riiallieHHe YYeTHOM 3amucy maposist Wik napojs uaeHTuduKaTopa
(sIBHast KOMITPOMETAIMS ), WJIM WHAsl CUTYyallMsl, KOTOpasi JaeT OCHOBAHUE JJIsl MPEATOI0KEHUS O
HapyIeHN KOHPUACHIIMATBHOCTH MapOoJIeH U WACHTU(UKATOPOB (HESBHASI KOMITPOMETAIIHS).

3.4.2. Tlpu BeIABIEHMM (aKTa yTpaThl NApoJs, pasMNalleHUs Mapoys, MNaposis
uaeHTudukaTopa, caMmoro uACHTU(PHUKATOPA MOJIB30BATEIh 00sI13aH HE3aMEIITUTEIILHO COOOIINUTh
0 JaHHBIX (aKTax CBOEMY HEMOCPEICTBEHHOMY pPYKOBOJHUTEII0 U OTBETCTBEHHOMY 32
obecnieuenue 6e3onacuoctu [1/1n B UC unu anmunuctparopy UC.

3.4.3. B caydae BbIABICHHS (akTa KOMIIPOMETAIMH HACHTHU(GUKATOPOB W Tapojiel
nosib3oBatens agmuuauctpaTop MC mnm oTBEeTCTBEHHBIN 3a obOecrieuenue 6ezonmacHoctu [1/1H B
HUC o00s3aH HeMmeIIeHHO 3a0JOKMPOBaTh YYETHYIO 3alKCh JAHHOTO I[IOJIb30BaTens U
HEe3aMeUIUTEIbHO MTPOU3BECTH BHEIUIAHOBYIO CMEHY MapOJIsl IJIsl 3TOTO MOJIb30BaTEIS.

4. IlpaBa u 00s13aHHOCTH

4.1. OcnoBHble 3agaun agmMunaucTparopa UC:
- OpraHM3alys yCTAaHOBKH CPEJCTB UIACHTU(UKALIMHN U ayTeHTU(UKALINY;
- Opra’u3anus napoybHou 3amuTsl Bo Beex UC;
- BblJJa4a NEPBUYHBIX MApOJIEeH, U MEKTPOHHBIX IEPCOHANBHBIX UICHTU(UKATOPOB U Haposei K
HHM;
- OCYIIECTBJIEHNE KOHTPOJIS 32 COCTOSIHUEM CUCTEMBI MapoIbHOM 3amuThl HHGopmanuu B MIC.
4.2. Anmunuctparop MC umeer npaso:
- BHOCUTH IPEJIOKEHHSI TI0 COBEPIIEHCTBOBAHUIO CUCTEMBbI MTAPOIBHOMN 3alIUThl HHPOPMALIUU B
ucG,;
- IPUHUAMATh y4acTUE€ B IUIAHUPOBAHMM MEPONPHUATHH MO MapojbHOM 3ammre MH(pOpMaruu B
N C u nnaHnpoBaHUU OCHAILIEHUS CPEICTBAMU UICHTU(DHUKAIMY U ayTCeHTU(DUKAIIH;
- OCYIIECTBIIATh KOHTPOJIb COCTOSTHUSI CPEJICTB UAeHTU(DrKanuu u ayreHTHGukanuu B UC;
- WHUIMHUPOBATH CIyXKeOHble NPOBEPKM M y4acCTBOBaTh B IPOBEICHUU pACCICAOBaHMHA IO
(dhakTamM KOMITPOMETAIINH;
- OKa3plBaTh IIOMOILIb B PELICHUH MNpOOJIEM, BO3HMKAIOIIMX IPU SKCILIyaTallud CpPEACTB
UACHTU(DUKAIIIY U ayTeHTU()UKAITIH.
4.3. OO0s3aHHOCTH B YacTH MApOJIbHOW 3aIUTHl HHPOPMALUU OTPAKEHBI B UHCTPYKIIHH
aagmunucrtpatopa UC.
4.4. Tlonb3oBarensam MC B cBoeit paboTe 3anpernaercs:
- co00ImaTh KOMY-THM0O0 CBOM JIMYHBIN Mapob W/MIM Mapoib K 3JIEKTPOHHOMY HEPCOHATBHOMY
UIeHTU(UKATOPY;
- IepeaBaTh KOMY-JIMOO BbIJAHHBIH 3I€KTPOHHBIN NIEPCOHANBHBIN HACHTUPHUKATOD;
- OCYILECTBJIATH BXOJA B omepanuoHHble cucteMbl VIC u B MH()OpPMALMOHHBIE PECypChl MO
YyKMMHU UAECHTUPUKATOPAMU U NTAPOJISIMU;
- OTKJIIOYATh CPEJICTBA UIACHTU(UKALMK U ayTeHTU(DUKALINH.
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4.5. B cnyuyae mosiBICHHS TOM03pEHUN Ha (aKT KOMIIPOMETAIIMU TApojisi, a TaKkKe B
Cly4yae BBISBIEHHUS WHIUICHTOB ((haKTOB M T.I.), CBSI3aHHBIX CO COOSAMH B pabOTe CpEICTB
UICHTUPHUKAIMY ¥ ayTeHTU(UKALWK, TOJIH30BATEIN 0053aHbl HEMEJICHHO NMPOUH(GOPMHUPOBATD
00 3TOM OTBETCTBEHHOTO 3a obecrnieuenue 6ezonacuoctu [1/Jn B UC nnu agmunuctpatopa UC.

5. OTBeTCTBEHHOCTH JOJKHOCTHBIX JIHI] B PAMKAX CHCTEMbI NAPOJIbHOM 321U THI
uHpopmanun

5.1. Tlomp3oBaTenu, OTBETCTBEHHBIM 3a oOecmeueHne Oe3omacHoctn [I[In B UC m
agvmuaucTpaTop MC HecyT OTBETCTBEHHOCTD 3a HEHAUIE)KAIEEe UCIIONIHEHNE U HEUCIIOITHEHHE
CBOMX  OOS3aHHOCTEH, MpPEeIyCMOTPEHHBIX Hacrosmed MHcTpykumed, B  mpenenax,
OTIpeIeIeHHBIX JEHCTBYIOUINM 3aKOHOAaTeNIbcTBOM Poccuiickoit denepanuu. 3a HecoOM0eHIE
TpeboBaHUi 3akoHonmaTenscTBa Poccuiickoit @enepanuu IMperycMOTpeHa TIpakJaHCKas,
yroJIOBHAs, aIMUHUCTPATUBHASL, JUCLUILIMHAPHAS OTBETCTBEHHOCTD.

5.2. Tlomp3oBaTenu, OTBETCTBEHHBIM 3a oOecmeueHne Oe3omacHoctn [I[ln B UC m
agmMuarcTpaTop MC HecyT OTBETCTBEHHOCTD MO IEMCTBYIOIIEMY 3aKOHOAATENLCTBY Poccuiickoit
denepanun 3a pasrialieHUe CBEIECHUH KOHPHUAESHIIMAIBHOIO XapaKTepa, CTaBIIMX U3BECTHBIMU
IPU BBIIOJHEHUU CIYKEOHBIX OOS3aHHOCTEH, B TOM 4YHCIE MPEIyCMOTPEHHBIX HACTOSALIECH
NucTpyKiuen.

6. Cpok geiicTBUSI M NOPAIOK BHECEHHU S N3MEHEHUH

6.1. Hacrosmas MHCTpyKLKs BCTYIAeT B CUIIy C MOMEHTA €€ YTBEPKIACHUS U IEHCTBYET
OeccpouHo.

6.2. Hacrosmas MHCTpyKIMS MOJJIEKUT MEPECMOTPY HE PEXKE OJHOr0 pa3a B TPU roja.

6.3. V3MeHeHMS W [IONOJHEHUS B HACTOAIIYI0 HHCTPYKIMIO BHOCATCS MPUKA30M
JTUPEKTOpa YUpeKICHHUS.
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IIpunoxenne 3
K npuka3zy Ne 192
ot 14.07.2020

NHCTPYKIUA
10 AHTUBHPYCHOM 3alIUTe
MOY COLI Ne 37

1. TepmuHbI 1 onipeaeieHUs

1.1. ABTOMaTu3upoBaHHOEe pabodee MEeCTO — MPOTPAMMHO-TEXHHYECKHUN KOMILUIEKC,
npeHa3HauYeHHBIN JAJI aBTOMATHU3aINH JEATEIbHOCTH ONPEIEICHHOTO BUA.

1.2. AHTHBUpYCHAs 3alIMTa — 3aIIUTa HHPOPMALUN ¥ KOMIIOHEHTOB MH()OPMAIIMOHHON
CHCTEMBI OT BPEJIOHOCHBIX KOMITBIOTEPHBIX MpOrpaMM (BUPYcOB) (0OHapyKeHHEe BPEIOHOCHBIX
KOMITBIOTEPHBIX NPOrpamMM (BUPYCOB), OJIOKHMPOBAHUE, N30JIUPOBAHNE «3aPAKEHHBIX» OOBEKTOB,
yJlaJIeHHE BPEAOHOCHBIX KOMITBIOTEPHBIX MPOTPaMM (BUPYCOB) U3 «3apaskeHHBIX» 0OBEKTOB).

1.3. UadopmanmonHass cucTeMa — COBOKYITHOCTh COJACpIKaluxcsi B 0a3ax JaHHBIX
MIEPCOHANIBHBIX JTAHHBIX M 00ECTICUMBAIOMUX MX 00pabOTKy MH(OPMAIMOHHBIX TEXHOJIOTHH U
TEXHUUYECKUX CPECTB.

1.4. O6paboTka TepCOHAIBHBIX JJAHHBIX — JII00O€ JeicTBHe (omepamus) WU
COBOKYIIHOCTh ~ JCHCTBMI  (omepamuii), COBEpIIAEMBIX C  MHCIOJIb30BAHHUEM  CPEICTB
aBTOMAaTH3aIMK WM 0€3 UCIONB30BaHMUS TAKUX CPEJICTB C MEPCOHAIBHBIMU JTaHHBIMU, BKITIOYAs
cOop, 3amuch, CUCTEMAaTU3aLMI0, HAKOIUICHNE, XpaHEHUE, YTOUHEeHHE (OOHOBJICHUE, H3MEHEHUE),
U3BJICUCHHE, MWCIIONb30BaHUE, IMepefady (paclpocTpaHeHHe, MpeloCTaBlIeHUE, JOCTYI),
o0e3nuunBaHue, OJIOKUPOBaHUE, yAICHUE, YHUUTOKEHUE MEPCOHATBHBIX TaHHBIX.

1.5. KondpuaennuanbHocTh MHGOpPMAIIUU — 0053aTE€IbHOE [JIS1 BBIMOJTHEHHUS JIUIIOM,
MOJYYUBIIUM JOCTYI K OMpefeseHHoN uHpopManuu, TpeOoBaHHE HE MepeAaBaTh TaKylO
nH(}OpPMAIIKIO TPETHUM JIUIIAaM 0€3 coTiiacus ee 00JiamaTes.

1.6. [lepconanbHble AaHHble — J00as HMH(OPMAIMs, OTHOCAIIAACA K NPAMO MU
KOCBEHHO ONPEICNICHHOMY MU OIpeaessieMoMy (pH3MUecKOMY JIUIY (CyOBEKTy NepCOHAIbHBIX
JTAHHBIX ).

1.7. llonp3oBaTens MHPOPMALMOHHOM CHCTEMBI — pabOTHHUK, OCYHIECTBISIOMINN
00paboTKy MepCcOHATBHBIX JAHHBIX B UHPOPMAIIMOHHOHN CHCTEME.

1.8. CpencTtBo aHTUBHPYCHOM 3alUTBl — MPOTPAMMHOE CPEIICTBO, PpPEaTU3YIOIIee
byHKIMA OOHAPYKEHHUSI KOMITBIOTEPHBIX MPOTPaMM JTMOO WHOW KOMMBIOTEPHOW HMH(OpMaInH,
npelHa3HaYeHHBIX JJIs HECAHKIIMOHUPOBAHHOTO YHUUYTOXKEHUS, OJIOKUPOBaHUs, MOIU(DUKAIINH,
KONUPOBAaHUS KOMIIBIOTEPHON HMH(OpMalMM WIM  HEUTpaau3aluu  CPEACTB  3alUThI
uH(OpMaIKK, a TAK)KE pearupoBaHus Ha 0OHApY)KEHUE 3TUX MPOTrpamMM U MH(OPMAITUH.

1.9. CpenctBo 3amuThl MHGOpPMAMM — MPOrpaMMHOE oOOecledeHue, HpPOrpaMMHO-
anmapatHoe — oOecrieyeHue, amnmapaTHoe  oOecrieueHue, BEUIeCTBO WM Marepuad,
NpeIHa3HAYCHHOE WM UCTIOIb3yEeMOe IS 3aIIUThl HH(OpMAaIUY.

2. OO0mue MoJI0KEeHUA

2.1. Hacrosmas MuacTpyknus mo antuBupycHou 3ammure MOY COI Ne 37 (mamee —
WHCTpyKIMs) peryinupyer BOMPOCHl OpPraHM3allid aHTHBUPYCHOM 3alllUThl U TpeOOBaHUSA K
HOPAIKY IIPOBEACHUS aHTUBUPYCHOI'O KOHTPOJIA.
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2.2. HWHCTpykums ycTaHAaBIMBaeT TpeOOBaHMS M OTBETCTBEHHOCTh MPH OpraHU3AINH
3amUThl  MHGOPMAlMKM OT pa3pyUIalollero BO3JEUCTBUS BPEAOHOCHBIX IMPOTpaMM —
KOMITbIOTEPHBIX BUPYCOB.

2.3. TpeGoBanusi HacTosimeid MHCTPYKINH SBISIOTCS 00S3aTENbHBIME IS UCTIOTHEHUS
Bcemu paborHukamu MOY COII Ne 37 (mamee — YupexkIeHuUs), UCHIOIB3YIOIIMMH B CBOEH
paboTe cpeAcTBa BRIYUCIUTEIHHON TEXHUKH.

2.4. Bce paboTHUKHM YUpEKICHUS, HCIOIL3YIOMNE aHTUBUPYCHBIC CPEIICTBA, JOJKHBI
OBITH O3HAKOMJICHBI C TpeOOBaHUSIMHU HACTOsIIIEeH NHCTPYKITMEH 1O TIOIIUCH.

2.5. Hacrosmas WHCTpyKUMsS SIBASETCS JTOMOJHEHUEM K JCHCTBYIOIIUM JIOKAJbHBIM
HOPMATHBHBIM aKkTaM (BHYTPEHHHM JOKYMEHTaM) IO BOmIpocaM obOecredeHusi 0e30macHOCTH
CBEIICHHMI KOH(PHUICHIIMATHHOTO XapaKTepa, B TOM YHCJIE M TEPCOHAIBHBIX JAaHHBIX (Hanee —
[1/1H), 1 He UCKITIOYaeT 005A3aTEeIHHOTO BBITIOTHEHHS UX TPEOOBAHUIA.

3. TpeOGoBaHusi K AHTUBHPYCHBIM CPeACTBAM

3.1. B VYupexaeHun K TPUMEHEHUIO JOMYCKAIOTCA  TOJBKO  JIMIIEH3WOHHBIE
AHTUBHUPYCHBIC TMPOTpaMMHBIC W (WJIM) TPOTrpaMMHO-AIIIAPATHBIE CPEACTBa (AaHTUBUPYCHBIC
CpE/ICTBA), 3aKYIUICHHBIC Y pa3pab0OTUHMKa YKa3aHHBIX CPEJICTB WIIA €0 O(DUIIMAIBHBIX TUIIEPOB.

3.2. AHTHBUPYCHBIE CPEICTBAa MOJDKHBI ()YHKIIMOHHWPOBATh B TEUYCHHE BCETO BPEMEHU
paboTHI CPEJICTB BHIYMCIUTEIILHON TEXHUKH (OT MOMEHTA 3arpy3KH OINEparlmOHHOM CUCTEMBI J10
MOMEHTA €€ BBITPY3KH).

3.3. AHTHBUpPYCHOE CPEACTBO HE JIOJDKHO CYIIECTBEHHO 3aTPYIHATH pabOTOCTIOCOOHOCTD
CPEIICTB BBIUMCIUTEILHON TEXHUKU HHPOPMAIIMOHHBIX cucTeM (fanee — UC).

4. IlpaBa u 00513aHHOCTH

4.1. AHTUBHpPYCHOM 3allWTE TIOJJICKUT BCS, oOpabarpiBaeMas B YUpPEKICHUU TMIPHU
MOMOIIN CPEJICTB BBIYUCIUTENbHON TEXHUKH, HUH(OpMAaIMsi, HE3aBUCUMO OT OTrpaHHYCHUMN
JIOCTyNa K HEH.

4.2. @aiinpl, MoMeNaeMble B AJIEKTPOHHBIA apXHB, MOJDKHBI B 00s3aTEILHOM MOPSIKE
MPOXOJAUTH AHTUBUPYCHBINA KOHTPOJIb.

4.3. VYcranaBnmuBaemoe (M3MEHSEMOE) IpOrpaMMHOE oOOecneueHre MJOJDKHO —OBITh
MpeABapUTENILHO TPOBEPEHO HA OTCYTCTBHE BUPYCOB.

4.4, B HC 3ampemnraercsi ycTaHOBKa MPOTPaMMHOTO OOeCredeHHsi, HE CBS3aHHOTO C
BBIMOJTHEHHEM  (YHKIUH, MPEeIyCMOTPEHHBIX TEXHOJIOTUYECKUM IpoleccoM 00paboTKu
uH(pOpMaIuu.

4.5. CompoBoxaeHue (perysipHoe OOHOBJICHHE, aHTHBUPYCHBIN KOHTPOJIb, BBISBIICHHE
(bakToOB 3apa)KeHUS U MPOBEICHUE CITY>KEOHBIX pacCleOBAHMI) MPABUI aHTUBUPYCHOM 3alTUTHI
BO3JIAral0TCS Ha OTBETCTBEHHOIO 3a o0ecneueHue Oe3onacuoctu [1/1a B YIC.

4.6. OcHOBHEBIC 3a7ja4l OTBETCTBEHHOI0 3a o0ecneucHue Oe3onacuoctu [1/In B UC:

- OpraHu3aius npouecca yCTaHOBKM aHTUBUPYCHBIX cpeacts B VC;

- CONpPOBOXIEHUE AHTUBHUPYCHBIX CPEICTB (OOHOBIEHWE, AHTUBUPYCHBIM KOHTPOIb,
COTIPOBOXJCHUE JCHCTBUN TOJB30BaTElIed B CiIydasx OOHAapYKEHHs BHPYCOB, oOecreueHue
paboTOCIIOCOOHOCTH aHTUBHPYCHBIX CPEJICTB);

-KOHTPOJIb COCTOSTHUSI CUCTEMbI aHTUBUPYCHOM 3aIIUTHI HHPOPMAIMH B YUPEKICHUHU.

4.7. OrtBercTBeHHBIN 3a obecnieueHue OezomacHocTH I1/{H B IC HeceT OTBETCTBEHHOCTH
3a:
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- 32 CBOEBPEMEHHYIO YCTAaHOBKY aHTUBUPYCHBIX CPEJICTB;
- 3a JKCIUTyaTaluio (aHTUBUPYCHBIH KOHTPOJb, pabOTOCIOCOOHOCTh aHTHUBUPYCHBIX CPENCTB,
COIIPOBOKJCHHUE JICHCTBHI TOJb30BaTeNIed B Cilydasx OOHApYKEHHs BHPYCOB) CHCTEMBI
AHTUBUPYCHOU 3aIIUTHI HH()OPMAIINH;
- 32 CBOEBpPEMEHHOE OOHOBJIEHHUE JTMIICH3UN Ha aHTUBUPYCHBIE CPEACTBA;
- 32 CBOEBpPEMEHHOE OOHOBJIEHNE aHTUBUPYCHBIX 0a3.

4.8. OrtBercTBeHHBIN 3a oOecnieuenue 6e3onacHoctH [1/{n B UC umeer mpaso:
- BHOCHUTHb TPEUVIOKEHHUS IO COBEPIICHCTBOBAHMIO CHUCTEMbl AaHTUBHUPYCHOM  3alUThHI
nHdopManuu;
- MPUHUMATh y4acTHE B IJIAHUPOBAHUU MEPONPUATUN MO AHTUBUPYCHOM 3amuTe HHGOPMALIUU U
TUTAHUPOBAHHUH OCHAINCHUSI aHTHBUPYCHBIMU CPEJICTBAMU;
- OCYILECTBJIATh KOHTPOJIb COCTOSIHUSI CPEICTB AHTHBHPYCHOW 3alIMThl HMH(DOpPMAIUU B
YupexneHuu;
- WHUIMHUPOBATH CIyXeOHble MPOBEPKH M YYaCTBOBAaTh B IPOBEICHUU PACCICAOBAaHUNA IO
dakram 3apaxenus Bupycamu MC 1 cpeicTB BBIUUCITUTEILHON TEXHUKH;
- OKa3blBaTh MOMOLIb B pEHIEHHH MpoOJeM, BO3HUKAIOIIMX MPHU DSKCIUTyaTallud CPENCTB
AHTUBUPYCHOM 3aIUTHI.

4.9. Tlomp3oBaTenbh AHTHBHUPYCHOTO CpEACTBA — JIMIIO, Ha pabouyeM MecTe KOTOPOTro
MPUMEHSIETCS aHTUBUPYCHOE CPEJICTBO.

4.10. ITonp3oBarensiM aHTUBUPYCHBIX CPEJICTB 3aIIPEIAETCS:
- MEHATH HACTPONKHU WM OTKJIIOYATh CPEJICTBA aHTUBUPYCHOMN 3alTUTHI BO BpeMs pabOThI;
- HCIIOJIb30BaTh CPEACTBA AaHTUBUPYCHOM 3allIUThI, OTJINYHBIE OT YCTAHOBJIEHHBIX CPEJICTB;
- 0e3 paspemieHUs OTBETCTBEHHOTO 3a obOecreueHne OezomacHoctu [1/[H B MC komupoBath
mo0bie (alapl Ha ChEMHBIE HOCHTENW HWH(OpMaliM, YCTaHABIWBATh M HMCIIOJIb30BaTh JII000E
porpaMMHoOe obecrieueHue, He IpeIHa3HauYeHHOE AJIs BBITIOJIHEHHS! CITY>KEOHBIX 3a/1a4.

5. Ilopsaaok ¥ NePUOAMYHOCTH OOHOBJIEHUS] AHTUBUPYCHBIX 0a3

5.1. CsoeBpeMeHHOe OOHOBiIEHHE ©0a3 aHHBIX CPEICTB AHTUBMPYCHOW 3allUTHI
UHpOpMAlUK  ABISETCA HEOThEMJIEMOM YacThio oOecreueHHs HPPEKTUBHON MOJUTUKH
AHTUBUPYCHOMU 3aIIUTHI HH()OPMAIIHH.

5.2. YcraHoBKke OOHOBICHMI JOJDKHO MpeIecTBoBaTh TectupoBanue MC Ha oTcyTcTBUE
HETaTUBHBIX BO3JIEHCTBUI OT BHOBb YCTaHABIMBAEMbIX OOHOBIICHUI.

5.3. YcraHOBKE HOBBIX BEPCH MPOTPAMMHOTO OOECTICUCHUS WJIM BHECECHUIO M3MEHEHUM
U JIONOJHEHWH B JeHcTBYyIOlee MporpaMMHOE oOecreueHue [OJDKHO MPEeIIIecTBOBATh
tectupoBanue MC Ha OTCYTCTBUE HETaTUBHBIX BO3ACHCTBUI YKA3aHHOTO MPOTrPaMMHOIO
o0ecreyeHusl.

5.4. TlepnoanYHOCTH OOHOBIIEHUS] AHTUBUPYCHBIX 0a3:

- OOHOBJICHHE AaHTHUBUPYCHBIX 0a3 i Bcex MC, MMEIOMmUX MOJKIIOYEHHE K CeTsIM OOIIero
NOJb30BAHUS W CEeTAM MEXKIYHAPOAHOTO HMH(POPMALMOHHOTO OOMEHa, OJDKHO OBITh
eXKeHEeBHbIM. VICTOYHUK OOHOBJICHHUS — cepBep pa3paboTuMKa aHTUBUPYCHOTO CPEICTBA, JIUOO
COOCTBEHHBIN IICHTPAIM30BAHHBIA CETEBOM NCTOUYHUK OOHOBJICHHUH, TOTYJarOIIH OOHOBJIICHUS C
cepBepa pa3padoTyrKa aHTUBUPYCHOTO CPE/ICTBA.

- 0oOHOBIICHHE aHTUBHPYCHBIX 0a3 it MC, HEe HMMEONMX MOAKIIOYEHHE K CETAM OOIIero
MOJIB30BAHUS U CETAM MEXKIYHAPOIHOTO WH(POPMAITMOHHOTO 0OMEHa, 0OHOBIIEHHE JTOJDKHO OBITh
He MeHee | pa3a B Hememo. VCTOYHMKOM OOHOBJCHHS B JAHHOM Ciydae SBISIOTCS
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AHTUBUPYCHBIE 0a3bl, 3allMCaHHbIC Ha MPEABAPUTEIBHO YUTCHHBIN B YCTAaHOBJICHHOM MOPSIKE
CHEMHBIN MaIIMHHBIA HOCUTENh HH(POPMAIIHH.

6. Ilopsinok M MepHOANYHOCTDH MNPOBEICHUS AHTUBHMPYCHOI'O0 KOHTPOJIS

6.1. OObeKkTaMu aHTUBUPYCHOTO KOHTPOJIS SBIISIOTCA:
- )KeCTKME MarHUTHBIE TUCKU pabounx craHuuii u cepsepos UC;
- CeTeBbIE XpaHUIIUIIA (CUCTEMbI XpPaHEHHS TaHHBIX);
- ONEepaTUBHAS U CUCTEMHAsl MaMATh CPEJICTB BIUNUCIUTEIbHON TEXHUKHY;
- Ch€MHbBIE MallIMHHbIE HOCUTEIH UH(pOpMaLIHH;
- BXOJISIIUN U UCXOISAIIUN KOHTEHT (BeO-TpaduK);
- (paiinbl, MOTydaeMble U TepeIaBaeMble Yepe3 CeTH OOIIEro MOJIb30BAHUSA U MEKIYHAPOTHOTO
UH(OPMALIMOHHOTO 0OMEHa;
- IOYTOBBIE COOOIIECHHSI AIIEKTPOHHON MOYTHI.

6.2. AHTHBUPYCHBIH KOHTPONb BXOHAIIEH WH(MOpPMAIMK CO CBHEMHBIX MAIIMHHBIX
HOCHUTENEeH HMHpOpMalUM HEOOXOIUMO MPOBOAWTH J0 TepeHoca WH(OpManuu Ha KECTKUMA
MarHUTHBIM JUCK pabouel CTaHIIMM WU ceTeBod nuck. Mudopmarus, monaydaemas 1o
TEJIeKOMMYHUKAlIMOHHBIM KaHallaM, J0JDKHA MPOBEpATCs cpa3y mocie noiydeHus. KoHTponb
UCXOZsIIed HHPOpMAMM HEOOXOJWMO MPOBOIAUTH HEMOCPEACTBEHHO Iepea OTIPaBKON
(3anmMchio HAa CHEMHBIM HOCUTEIIh).

6.3. Buapl ¥ NepUOAMYHOCTh AHTUBUPYCHBIX MPOBEPOK MPEACTABICHBI B TabmuIe 1.

Tab6muma 1
I OOBEKT KOHTPOJIS Bun nposepku PG IO
n/n IIPOBEPKU
1 JKecTkre MarHUTHBIC TUCKH pab0odnX IonHast mpoBepka 1 pa3 B MecsIy
cranuuii u cepsepon UC Brictpoe ckanupoBanue 1 pa3 B HeeIO
5 CereBble XpaHWIHIIA (CHCTEMBI XPaHCHUS TosHas nposepka 1 pas B mecsn
JTAHHBIX)
3 OnepaTuBHAs ¥ cUCTeMHas maMsth cpeactd | [lonHas npoBepka 1 pa3 B MecsIy
BBIYUCITUTEIILHON TEXHUKH Brictpoe ckanupoBanue 1 pa3 B HeemIO
[Ipu kaxxaom
4 |CpemHbIe MamuHHBIC HOcUTen HH(GopMaru |[TonHas mpoBepka
TIOJTKITFOUCHUH
MunuMaibHO HeOOXOAUMOE TPeOOBaHUE -
5 |Beb-Tpaduk HAaCTpONKa aHTUBUPYCHOI'O CPEACTBA 110 ITocrostHHO
YMOTYaHHIO
®daiinbl, MoTyyaeMble U TiepeiaBacMble uepes IIpu kaxxpom
6 |cerw obmiero MOTB30BAHUSA U [TomHast mpoBepka MTONyYCHUN 1
MEXTYHAPOIHOTO HH(POPMAIIMOHHOTO 0OMEHa OTIIpaBKe
MunumanbHO HeoOXoauMoe TpeboBanue - | [Ipu kaxaom
7 |ITouToBBIE COOOIEHUS IEKTPOHHOMN MOYTH  |HACTPOHKA aHTUBUPYCHOTO CPEACTBA 10 MOJIyYEHUHU U
YMOTYaHHIO OTIIPaBKe

7. Tlopsaok aeicTBUIl PU O0OHAPYKEHNH BUPYCOB

7.1.  OCHOBHBIMH IYTSIMU TTPOHUKHOBEHMs BUPYCcOB B MC sBIAIOTCS: MHO0BIE ChEMHBIC
MAaIIMHHbIE HOCUTENN NH(OPMALIMH, JIEKTPOHHBIE IOYTOBbIE COOOIICHHUS, TpPAapUK, OTydaeMbIi
U3 CeTeil OOIIEeTo MONBh30BaHUS U CETeH MEXIYHapOAHOTO MH(POPMAIMOHHOTO OOMEHa, paHee
3apaXeHHbIE pabOUYue CTAaHIIUU U CepBepa.

7.2. B caydae oOHapyXeHHs BHPYCOB IPH BXOJHOM KOHTPOJE CHEMHBIX MAIIMHHBIX
HocuTenel mHpopMaluu, (HaiaoB WIM SIEKTPOHHBIX IMOYTOBBIX COOOIICHHH, MOJIh30BATEINb
JTOJIKEH:

- HEMEJJICHHO MPUOCTAHOBUTH BCe pabOThI HAa CBOEH paboueil craHuu;
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- coo0IUTh OTBETCTBEHHOMY 3a obecnieuenue 6ezonacHocTH [1JIn B IC o dakTe oOHapyx)eHUs
BUpYCa;

- MIPUHSATH COTJIACOBAHHBIE C OTBETCTBEHHBIM 3a oOecnieuenue Oe3onmacHoctu [1/1n B IC mepsl
10 JIOKJIM3AlMY U YJAJIEHHUIO BUPYCa C UCIIOJIb30BaHUEM aHTHUBUPYCHBIX CPEACTB.

7.3. llpu HEBO3MOXXHOCTM JMKBHJALUU  IIOCIEICTBUN  BUPYCHOI'O  3apa)KCHUS
OTBETCTBEHHOMY 3a obecrieuenue 0ezonacuoctu [1/In B C HeoOxoaumo:

- coo0mMTH 0 (hakTe OOHAPYKEHUS MPOTPAMMHBIX BUPYCOB B OPTaHHM3AIINIO, OCYIIECCTBIISIONIYIO
TEXHUUYECKYIO IOJIIEPAKKY IKCIUTyaTallud CPEeICTB aHTUBUPYCHOU 3aIIUThI HH(OPMALIUH;

- 3aapXUBUPOBATH 3apa)keHHble (albl M HANPaBUTh C MPUIOKEHHEM COOTBETCTBYIOLIETO
COIMPOBOJUTENIBHOTO IOKYMEHTa B OPTaHU3aIMI0, OCYIIECTBISIONIYI0 TEXHUUYECKYIO MOAIEPKKY
AKCIUTyaTaIlMH CPEACTB aHTUBUPYCHOM 3alUThI HH()OPMAIIHH.

7.4. Tlpu nomxyyenuu uH(pOpMAIMKM O BO3MOKHOM HapyLIEeHWH JTMOO BBIBICHUM (hakTa
HapymeHus TpeboBaHuil Hacrosimed MHcTpykumuu paboTa Ha pabodeil CTaHIMHM JaHHOTO
NOJIH30BATENs HE3aMEIUTENIbHO OJOKUPYETCS MO PELICHHWI0 OTBETCTBEHHOTO 3a OOecreyeHue
oe3omacuoctu I1/{a B YIC.

7.5. ®axTbl MOgUUKALIUY U Pa3pyLICHUs JaHHBIX Ha CepBepax WM pabOYMX CTaHLUSAX,
3apakeHHE UX BHpPYCaMHU, a Takke OOHapyXeHHe OPYIMX BPEIOHOCHBIX IPOrpaMM — BCE 3TO
OTHOCUTCSI K 3HAYMMbIM HapyHIEHUSM O€30MacHOCTH HMHPOpPMAIMM U JOJKHBI OBITH
IPOaHATU3UPOBAHBI TOCPECTBOM MTPOBEICHUS CIIY)KEOHOTO paccieI0BaHus.

7.6. CmyxeOHoe paccieloBaHHE IPOBOJUTCS KOMHUCCHEH, Ha3HA4aeMOW MpPHUKa30M
Hupektopa VYupexaenus. B cocrtaB kKomHuccHH B 00s3aTEIBbHOM MOPSAKE BKIIOYACTCS
anmunuctpatop MC, orBercTBeHHBIH 3a obecneuenue OesomacHoctd [I/ln B UC,
HETOCPEJCTBEHHBIH PYKOBOAMTENh pabOTHHKA, HOmMycTHBHIETO (akt kommpomeranuu. [Ipu
HEO0OXOMMOCTH B COCTaB KOMUCCUU MOTYT BKJIIOUAThCS IPYrue pabOTHUKH.

7.7. Pe3ynbrarhl paboThl KOMUCCUU O(DOPMIISIIOTCS aKTOM. AKT MOJICKUT YTBEPKIACHHUIO
JTUPEKTOpa YUpEeKICHHUS.

7.8. B mporecce paboThl KOMUCCUU 00S3aTEIBHBIMHY JIJIS1 YCTAHOBIICHUS SIBIISIIOTCS
- 1aTa ¥ BpeMs 3apaxxeHus (0OHapyKeHHUs 3apakeHHs );

- ®UO, noMmKHOCTh U Mojpa3eieHne padOTHUKA, TEXHHYECKOE CPEICTBO KOTOPOTO 3apa’keHO
BUPYCHOU IPOTPaMMOM;

- YPOBEHb KPUTHYHOCTH 3apaXKCHMUS;

- 00CTOATENBCTBA, CIOCOOCTBOBABILINE 3aPAKEHUIO;

- UH(OPMAIIMOHHBIE PECYPCHI, 3aTPOHYTHIE 3apaKECHHUEM;

- XapakTep U pa3Mep peaJbHOro U MOTEHLHAILHOrO yiepoa.

7.9. B xone cBoeil pabOThI KOMUCCHUSI MOXKET 3aIpaliiBaTh OOBICHUTEIBHBIE 3aITUCKHA OT
pabOTHHKOB, IMONO3PEBAEMBIX B BHHOBHOCTH 3apaK€HHMA (IIyTeM MHCBMEHHOIO 3ampoca HuX
HETOCPEACTBEHHBIM pyKoBoAHUTEIsIM). OOBsICHUTENbHAS 3alMCKa JOJDKHA OBITh MpecTaBieHa
KOMUCCHH B TeueHue 3 (Tpex) pabouux JHeW ¢ MOMEHTa MOCTYIUIEHUS 3ampoca. B ciydae oTkaza
IPEOCTaBUTh OOBSICHUTENBHYIO 3alUCKY, TaHHBIN (PaKT OTpakaeTcs B aKTe.

7.10. YHHUYTOXXEHHME MaTEepHajOB PACCIENOBAaHUS (PAKTOB 3apa’KCHHs OCYIIECTBIIAETCS B
COOTBETCTBUM C YCTAHOBJICHHBIMU TPEOOBAHUSIMHU I10 JEJIONPOU3BOJICTBY U HOMEHKIATYPOH JI€eI.

8. OTtTBercTBEeHHOCTDH

8.1. Tlomp3oBarenu u OTBeTCTBEHHBIN 3a obecneuenue Oe3omacHoctu [1/In B UC HecyT
OTBCTCTBCHHOCTh 3a HCHAMJICKAILCC HCIOJHCHHUC HJIIM HCHUCIIOJIHCHHMEC CBOHX 065I3aHHOCTeI>’I,
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MPEayCMOTPEHHBIX HacTosimed WMHCTpykiuen, B mpeaenax, ONpEeAeTICHHBIX IEHCTBYIOIINM
3aKOHOATEILCTBOM Poccuiickoi denepanuu. 3a HECOOJII0IEHNE TpeOOoBaHMIt
3akoHomarenbcTBa  Poccuiickon  denepanuu  npeayCMOTpEeHAa TpakJaHCKas, YroJIOBHasd,
aIMUHUCTPATUBHAS, TUCLIUITMHAPHAS OTBETCTBEHHOCTb.

9. Cpok neiicTBUsI H NOPSI0K BHECEHUSI M3MEHEHM

9.1. Hacrosmas MHCTpyKIHS BCTyHaeT B CUIIy C MOMEHTA €€ YTBEPKACHUS U JICHCTBYET
OeccpovHo.

9.2. Hacrosmas MHCTpyKIUA MOIJEKUT MEPECMOTPY HE PEXKE OJHOTO pa3a B TPU roja.

9.3. H3MeHeHus M [ONOJHEHHUS B HACTOSIIYI0 WHCTPYKIIMIO BHOCATCS IPUKA30M
Jupekropa YupexneHus.
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IIpunoxenne 4
K npuka3zy Ne 192
ot 14.07.2020

HNHCTPYKLUSA
M0 OPTraHN3alHH Pe3ePBHPOBAHUS U BOCCTAHOBJIEHHUS PA00TOCTIOCOOHOCTH TEXHHYECKHX
CpelcTB U MPOrpaMMHOro odecnevyeHusi, 6023 JTaHHBIX U CPeICTB 3aLIUTHI HHPOPMALIUH

B MHGOPMALMOHHBIX CHCTEMAX
MOY COHI Ne 37

1. TepMuHBbI U onpeaeIeHUs

1.1. ABTOMaTu3upoBaHHOE paboyee MECTO — MPOrPaMMHO-TEXHHYECKH KOMILIEKC,
npeHa3HAYCHHBIN U1 aBTOMATH3AIMU AEITEIbHOCTH ONPEIeJIEHHOTO BUAA.

1.2. UudopmanimonHass cucTeMa — COBOKYITHOCTh COJAEpIKaluxcsi B 0a3ax JaHHBIX
MIEPCOHANIBHBIX JTAHHBIX M 00ECTICUMBAIONMUX MX 00pabOTKy MH(OPMAIMOHHBIX TEXHOJIOTHH U
TEXHUUYECKUX CPECTB.

1.3. O6paboTka TepCOHANIBHBIX JJAaHHBIX — JII00O€ JeicTBHe (omepamus) WU
COBOKYIIHOCTb ~ JCHCTBMI  (omepaiuii), COBEpIIAEMBIX C  HCIOJIb30BAaHUEM  CPEICTB
aBTOMaTH3aIMU WM 0€3 UCIIONB30BaHMUS TaKUX CPEJICTB C MEPCOHAIBHBIMU JTaHHBIMHU, BKITIOYAs
cOop, 3amuch, CUCTEMATU3aLMI0, HAKOIUICHNE, XpaHEHUE, YTOUHEeHHE (OOHOBJICHUE, H3MEHEHUE),
U3BJICUCHHE, MWCIIONb30BaHUE, TMepefady (paclpocTpaHeHHe, MpeloCTaBlIeHUE, JOCTYI),
o0e3nuunBaHue, OJIOKUPOBaHUE, yAICHUE, YHUUTOKEHUE MEPCOHATIBHBIX TaHHBIX.

1.4. KondpuaeHnuaibHOCT WHGOpPMAIIUU — 0053aT€IbHOE [IJIS1 BBIMOJTHEHHUS JIUIIOM,
MOJYYUBIIUM JOCTYI K OIpefeseHHON uHpopManuu, TpeOoBaHHE HE MepeAaBaTh TaKylO
nH(}OpPMAIIKIO TPETHUM JIUIIAM 0€3 coTriiacus ee 00JiamaTes.

1.5. [lepconanbHble AaHHble — J00as HMH(OPMAIMs, OTHOCAIIAACA K NPAMO MU
KOCBEHHO ONPEICICHHOMY MU OIpeaesisieMoMy (pU3MYecKOMY JIUIY (CyOBEKTy NepCOHAIbHBIX
JTAHHBIX ).

1.6. [Tonp3oBaTens MHPOPMALMOHHOM CHCTEMBI — pabOTHHUK, OCYHIECTBISIOMINN
00paboTKy MepCcOHATBHBIX JAHHBIX B UHPOPMAIIMOHHOHN CHCTEME.

1.7. CpencTtBO aHTUBHPYCHOM 3allUTBl — MPOTPAMMHOE CPEIICTBO, PpPEaTU3YIOIIee
byHKIIMA OOHAPYKEHHUSI KOMITBIOTEPHBIX MPOTPaMM JIMOO WHOW KOMIMBIOTEPHOW HMH(OpMaInu,
IpeHa3HauYeHHBIX JJIs HECAHKIIMOHUPOBAHHOTO YHUUYTOXKEHUS, OJIOKUPOBaHUS, MOIU(DUKAIINH,
KONUPOBAaHUS KOMIIBIOTEPHON HMH(OpMAlMM WIM  HEUTpaau3alud  CPEACTB  3alUThI
uH(OpMaINK, a TAK)KE pearupoBaHus Ha 0OHAPY)KEHUE 3TUX MPOTrpamMM U MH(OPMAITUH.

1.8. CpenctBo 3amuThl WHPOpPMALMKM — MPOrpaMMHOE oOOecledeHrne, MpPOrpaMMHO-
anmapatHoe — oOecrieyeHue, amnmapaTHoe  oOecrieyeHue, BEUIeCTBO WM Marepuad,
npeHa3HauYCHHbIE WM UCTIONb3yeMbIe /ISl 3aIUThl HHPOPMAaLUH.

2. OO0mme noJjI0KeHUd

2.1. Hacrosmas WHCTpyKIMA 1O OpraHM3alli pPE3CPBUPOBAHUS W BOCCTAHOBJICHUSA
paboTOCIIOCOOHOCTH TEXHHYECKUX CPEJCTB W MPOrpaMMHOro oOecmedeHusi, 0a3 MAaHHBIX H
CpeICTB 3amuThl uHpopManuu B uHpopManuoHHbix cucremax MOY COIIl Ne 37 (mamee —
WNHcTpykins) ycTaHAaBIUBAET OCHOBHBIC TPEOOBAHUS K OPraHU3AIMH PE3EPBHOTO KOMMPOBAHUS
(BOCCTaHOBIIGHUS) MPOTpPaMM W JIaHHBIX, XPAHAIMMUXCA B 0a3zax MaHHBIX HH(POPMAIIMOHHBIX
cucteM (ganee — MIC) MOY COLI Ne 37 (nanee — YupexxaeHHE), a TaKKE K PE3CPBUPOBAHUIO
anmnapaTHbIX CPEJCTB.

2.2. Hacrosmas UacTpykims pa3paboTaHa C ebIo:
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- OmpeleNieHusT KaTeropuu HMHPOpMAIMK, MOJIekKaIIe 00sA3aTeTbHOMY PE3EpPBHOMY
KON POBAHUIO;

- OIpeneNeHus] MPOLEAYypbl PE3epBUPOBAHMS MAHHBIX JUIS TOCIEIYIOLIET0 BOCCTAHOBJICHUS
pabdorocnioco6HocTr MC npy moIHON WM YaCTUYHOM noTepe MH(pOpMaIiuK, BEI3BaHHON COOSIMU
WIM OTKa3aMHU alnapaTHOrO WM MPOTPaMMHOrO OOECIeYeHMs, OMIMOKAaMH IOJIb30BaTENeH,
Ype3BbIYAHBIMU 00CTOSITEIHCTBAMU (T10KAPOM, CTUXUHHBIMU O€ICTBUAMU H T.1.);

- OIpeleieHHs TMOpsJIKa BOCCTAHOBJICHHsS HMH(OpMALMM B CiIy4ae BO3HHUKHOBEHMSI TaKOH
HEOOXOIMMOCTH;

- YIOpSAIOYEHHUs pabOThl M OINpeAENCHUS] OTBETCTBEHHOCTH JOJKHOCTHBIX JIMI, CBA3aHHOU C
pe3epBHBIM KOIMPOBAHUEM U BOCCTAHOBJIEHHEM HH(OpMAaIINU.

2.3. [leiictBue HactosAwed MHcTpykuu pacrpoctpansiercs Ha Bcex nodap3zoareneil MC
VYupexxaeHus, a TakKe Ha OCHOBHBIE CHCTEMBbI OOECIEYEeHHUs HENPEPhIBHOCTH PAOOTHI |
BOCCTaHOBJICHUSI PECYPCOB ITPH BOZHUKHOBEHUH aBAPUIHBIX CUTYallUi, B TOM YHUCIIE:

- CUCTEMBI KH3HEO0ECTIeUeHNsI TEXHUUECKUX CPE/CTB;
- cUCTeMBbI 00ecTIeYeHH s OTKa30yCTONYHBOCTH;
- CUCTEMBI PE3ePBHOTO KOMUPOBAHUS U XPAHEHUS TaHHBIX;

2.4. Tlox pe3epBHBIM KONMUPOBaHWEM HH(MOPMAIIMU MOHUMAETCS CO3JaHUE M30BITOYHBIX
KONuil 3amuuiaeMod MHQOpPMAIMU B AJIEKTPOHHOM BHUAE Ui OBICTPOTO BOCCTAaHOBIICHUS
paborocriocobnoctn MC B cimyyae BOZHUKHOBEHUSI aBAPUITHOM CHTYaIlMU, TIOBJICKIIEH 3a cO00i
HOBPEXICHUE WIN yTPATy JaHHBIX.

2.5. Pe3epBHOMY KONHPOBAaHUIO TMOAJCKUT WH(GOpPMALUA CIEAYIOIMIMX OCHOBHBIX
KaTErOpuid:

- uapopmarms, odbpabaTeiBaemas noss3oBaTensmu B MIC, a Taxoke uHpoOpMarus, HeoOXoaumast
JUIs BOCCTaHOBJIEHUs1 pabotocrnocobnoctn MC, B T.4. cucteM yrpaBiieHUs 0Oa3aMu JTaHHBIX
(mamee — CVYBJl) oOmero moiap30BaHUsl W CIPABOYHO-WH(DOPMAIIMOHHBIX CHCTEM OOIIEro
HCIIOJIb30BaHNS;

- pabouyume KOMMH YCTAHOBOYHBIX KOMIIOHEHTOB MPOTPaMMHOT0 oOecreueHus oOIero
Ha3HAYCHUS M CIEIHATU3UPOBAHHOTO IMPOTPAMMHOIO OOECIEUEHHsS CEpBEPOB U PabOUMX
CTaHIIHH;

- uH(popmarmsa, HeoOXouMast Ui BOCCTAHOBIICHUSI CEPBEPOB M CUCTEM YIpaBlIeHUS Oa3zamu
nanHbix MC, nokanbHON BBIYMCIUTEIBHON CETH, CUCTEMBI AJIEKTPOHHOTO JJOKYMEHTO000POTAa;

- peructpanronHas nHbopMaIus CUCTEM 3alUThl HH()OPMALINUK;

- npyras wuHbpopmammss WMC, mo wMHeHWI0 Tmodb30Bareneld, aamuHucTpatopoB HC wu
OTBETCTBEHHOT'O 3a OOecredeHre 0e30macHOCTH NMEPCOHaNbHBIX AaHHbIX (manee — [1/In) B UC,
SIBJISTFOIIASICS KpUTUYHOM 17151 paboTocniocoonocT MC.

2.6. Hacrosimas WHcTpykuust SIBIsSIETCS JOMOJHEHUEM K JCHCTBYIOMIMM JIOKAJIbHBIM
HOPMATHUBHBIM aKTaM (BHYTPEHHUM JOKYMEHTaM) IO BOIpocaM oOecreyeHus Oe30MacHOCTH
CBEEHUI KOH(UACHIMATBFHOIO Xapakrepa, B ToMm uucine u IIJI[H, W He WHCKIOYaeT
00513aTEILHOTO BBHIMOJIHEHUS UX TPEOOBaHUM.

3. OOmme Tpe0oBaHMSA K pe3epPBHOMY KOIIMPOBAHUIO

3.1. B HMHcTpyKUMHM pe3epBHOTO KOMUPOBAHUS ONMKUCHIBAIOTCS JEUCTBUS MPU BHIMOJIHECHUU
CIEAYIOUIUX MEPONPUATHIA:
- pe3epBHOE KOMMPOBAHUE C yKa3aHUEM KOHKPETHBIX PE3epBUPYEMBIX JAaHHBIX M allapaTHbIX
CpencTB (B ciydae HEOOXOJUMOCTH);
- KOHTPOJIb PE3EPBHOTO KONMMPOBAHUS;
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- XpaHEHUE PE3EPBHBIX KOMUI;
- IOJIHOE WJIM YaCTUYHOE BOCCTAHOBJIEHUE TAHHBIX.

3.2.  ApXuBHOE KONHMPOBAaHHE PE3epPBUPYEMOIl HH(POPMALIUU TPOUZBOAUTCS MPH MOMOILIU
CHEMAIN3UPOBAHHBIX IIPOrPAMMHO-AIIIAPATHBIX CHCTEM pE3epBHOr0 KonupoBaHus. Cucrema
PE3EpPBHOTO KOMUPOBAHHUA JOJDKHA OO0ECIEYUTh MPOU3BOIUTEIBHOCTb, JOCTATOUHYIO JUIS
coxpaHeHHs HH(pOpMAIMM, yKa3aHHOM B M. 2.5, B YCTaHOBJCHHbIE CPOKM U C 3aJaHHOU
NEPUOIUYHOCTBIO.

3.3. TpebGoBaHUs K TEXHHYECKOMY OOECTICUCHHUIO CUCTEM PE3EPBHOTO KOMMUPOBAHUS:

- KOMIUIEKC B3aMMOCBSI3aHHBIX TEXHUYECKUX CPEJICTB Ha €IMHOM TEXHOJIOrHYecKoil miardopme,
obecreunBarouX MpoIecchl cOopa, mepeaadn, 00padbOTKU U XpaHEHHUS HHPOPMAIIHH;

- MMEET BO3MOXHOCTb pacIIMpEHMs (3aMEHBI) COCTaBa TEXHUUYECKHUX CPEICTB, BXOAIIMX B
KOMIUIEKC, JJIs YJIY4YIIEHUS HX OHKCIUTyaTallMOHHO-TEXHMUYECKHUX XapaKTepUCTHK IO Mepe
BO3pacTaHus 00beMOB 00pabaTbiBaeMoil HH(popMaIuu;

- obecrieunBaeT BHITIOJIHEHUE (PYHKIUH, IEPEUHCICHHBIX B II. 3.1.

3.4. TpebGoBaHus K TPOrPaMMHOMY OOECTICUCHHIO CHCTEM PE3EPBHOTO KOIMMPOBAHUS
- JIMLEH3MOHHOE CHCTEMHOE MpOrpaMMHOE oOOecreueHue U MpOorpaMMHOE oOecrieueHue
PEe3€pBHOrO KOMMPOBAHMS;

- IporpaMMHOe OOecliedeHHe pPE3epBHOIO KOMHUPOBaHMs oOOecredrBaeT MPOCTOTY IMpolecca
MHCTAJUISIUH, KOH(QUTYPUPOBAHUS U COMIPOBOXKACHHUS.

3.5. XpaHeHue OTIENIbHBIX MarHUTHBIX HOCHUTEJIEH apXMBHBIX KOIUN OPraHuU3yeTcsl B
OTJeNbHOM XpaHuuie. GU3nueckuil JOCTYyI K ApXUBHBIM KOIIUSM CTPOTO OIPaHUYEH.

3.6. JlocTym K HOCUTENSM AapXUBHBIX KONUH HMMEIOT TOJIBKO YIOJIHOMOUYEHHBIE
pabOTHUKH, KOTOPBIE HECYT MEPCOHAIBHYIO OTBETCTBEHHOCTD 32 COXPAaHHOCTh apXMBHBIX KOIMUI
Y HEBO3MOKHOCTh O3HAKOMJICHHUSI C HUMH JIUL[, HE UMEIOINX Ha TO MOJHOMOYHII.

3.7. YHUYTOXEHHE OTAEISIEMBbIX MATHUTHBIX HOCUTEJIEH apXHUBHBIX KOIMUHA MPOU3BOIUTCSA
YCTaHOBJICHHBIM IMOPSAKOM B ClIydae MPUXO0Ja UX B HETOJHOCTh WM 3aMEHBI THUIIA HOCUTEIS C
00s3aTeNbHBIM COCTABJIEHUEM aKTa 00 YHUUTOXECHHUH.

4. OTBeTCTBEHHOCTH 32 COCTOSIHHE Pe3ePBHOI0 KOMMPOBAHMUSI

4.1. OTBETCTBEHHOCTb 332 KOHTPOJb HAJl CBOEBPEMEHHBIM OCYIIECTBICHHUEM PE3EPBHOIO
KOMMPOBAHUS U COOJIONEHHEM COOTBETCTBYIOUICH WMHCTPYKIMH, a TakXe 3a BBINOJHEHHEM
TpeOOBaHUIl MO XpaHEHWIO APXMBHBIX KOMUUA M TMPEAOTBPAIICHUIO HECAaHKIMOHHPOBAHHOTO
JIOCTyIIa K HUM BO3JIaraeTcs Ha OTBETCTBEHHOTrO 3a obecmneuenune OezonacHoctu [1Jln B UIC u
agMuaucTpatopon MC.

4.2. B cnydae oOHapy>KeHHs TOMBITOK HECAHKIIMOHUPOBAHHOTO JOCTyNa K HOCHTEIISIM
apxUBHOM MH(pOpMAIMM, a TaKKE MHBIX HAPYIICHUSX HWHPOPMALMOHHON O0€30MacHOCTH,
NPOM3OLIEANINX B TPOIECCEe PE3epPBHOIO KOMMPOBAHUA, COOOLIAETCS OTBETCTBEHHOMY 32
obecrieuenne OeszomacHoctu IIJln B MC B TedyeHume pabouero 1HS Mociie OOHApYXKEHUs
yKa3aHHOTO COOBITHSL.
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5. Ilepuoau4HOCTH pe3epPBHOI0 KONMMPOBAHUS

5.1. PesepBHOE KOMMPOBAaHUE CIEIUATU3UPOBAHHOTO MPOrPaMMHOTO OOecredYeHus
MPOU3BOJAUTCS TMPU €ro TMNOJYYeHHH (€CITU H3TO NPEeAyCMOTPEHO HHCTPYKIMEH 1O ero
IPUMEHEHHUIO U HE TNPOTHUBOPEYMT YCIOBHUSM €r0 PpacIHpOCTPAHEHHUs), a TakXke IMpU €ro
OOHOBJICHUH U TTOJIYYE€HUH UCIIPABICHHBIX U OOHOBJIEHHBIX BEPCHIA.

5.2. PesepBHOE KONMMpOBaHWE OTKPHITON WH(OpPMAIMK JeJaeTCsl HE TO3AHEE YeM uepe3
CYTKH TI0CJI€ €€ U3MEHEHUS, HO HE peXe OJHOIr0 pa3a B MECSIIL.

5.3. HWudopmanms, comepkamascs B TIOCTOSIHHO HW3MEHSIEMBIX 0a3ax JIaHHBIX,
COXpaHsieTCs B COOTBETCTBUU CO CIEIYIOIIUM IrpapuKom:

—  ©XKEIHEBHO NMPOBOJUTCS KONMMUPOBAHUE M3MEHEHHOW M JIOMOJHEHHON HH(OpMAaIH
(HOCHTENH ¢ ©KEeTHEBHOW MH(POPMAIIMEH TOIKHBI XPaHUTHCS B TCUCHHUE HEJICTN);

—  ©XKEHEJEIbHO MPOBOINTCS Pe3epBHOE KOMMUPOBAaHUE Beel 0asbl JaHHBIX (HOCUTENH C
eKEeHeJIeTbHBIMU KOMUSMH XPaHTCS B TEUCHHE MECsLa);

—  ©XEMEeCAYHO MPOU3BOJIUTCS PE3ECPBHOE KOMHMPOBAHUE HA CHEIHAIBHO BbIIEIECHHBIN
HOCHUTCJIb JJIMTCIBHOI'O XpaHCHUA, I/IH(bOpMaI_[I/IH Ha KOTOPOM XpPaHUTCA IMOCTOAHHO.

5.4. He pexe ogHOro pasa B IoJl HA HOCUTEIU JJIUTEIBHOTO XPAHEHUS 3aIllUCHIBACTCS
uHboOpMallnsi, HE OTHOCSMIAsACI K IIOCTOSHHO HW3MEHSEeMbIM 0a3aM JaHHBIX (IIPUKa3bl,
pacnopsiKeHHsI, OTKPBIThIE U3/IaHUS U T.1T.).

6. BoccranoBieHue nHpopManuu U3 pe3epBHbIX KOMUIi

6.1. B crnydae HEOOXOAMMOCTH, BOCCTAHOBJICHHE MHAHHBIX U3 PE3EPBHBIX KOMHIA
MPOU3BOUTCS OTBETCTBEHHBIMU PAOOTHHKAMH.

6.2. BoccraHoBieHME [AHHBIX M3 PE3EPBHBIX KOMUW MPOUCXOAUT B Cllydae ee
MCYE3HOBEHMSI WJIM HapyLICHUS BCJICACTBUE HECAHKIIMOHUPOBAHHOIO JOCTyHNa B CHCTEMY,
BO3JICUCTBUS BUPYCOB, TPOTPAMMHBIX OITHOOK, OITMOOK paOOTHUKOB U arlapaTHBIX COOEB.

6.3. BoccTraHOBJIIEHHE CHCTEMHOTO MPOTPAMMHOIO OOECIICUCHUsT M MPOTPAMMHOTO
oOecrieueHrs OOIIEr0 HAa3HAUYEHHS TMPOU3BOAUTCA C HX HOCHUTENEH B COOTBETCTBUU C
MHCTPYKIUSMHU TPOU3BOIUTEIIS.

6.4. BoccraHosienue CHEeUATU3UPOBAHHOTO MIPOrpaMMHOTO obecrniedeHus
MPOU3BOJIUTCS C JAUCTPUOYTHBHBIX HOCUTENICH WM WX PE3EPBHBIX KOMHA B COOTBETCTBUH C
WHCTPYKIIUSMU IO YCTAHOBKE UM BOCCTAHOBJICHUIO JAHHOTO MPOTPAMMHOTO 00ECTICUeHUSI.

6.5. BoccranoBnenue uHpoOpMaIKK, HE OTHOCSIIEHCS K TTOCTOSHHO M3MEHSIEMbIM 0azam
JTaHHBIX, MPOU3BOJUTCS C pe3epBHBIX Hocuteieil. [Ipu 3Tom ncmonb3yercs MociaeaHsss KOmus
nH(pOpMaIuu.

6.6. Ilpm dYacTMYHOM HaApYIIEHWW WJIM HWCYE3HOBCHHMHM 3amucedl 0a3 JaHHBIX
BOCCTAHOBJIEHUE MPOU3BOJUTCS C MOCIETHEW HEHAPYIICHHON exeaHeBHOM komuu. [lomHOCThIO
uHpOpMaIlMs BOCCTAHABIMBACTCS C TIOCIEAHEH €XKEHEACTbHOW KOMHUU, KOTOopas 3aTeM
JIOTIOTHSIETCS €KEeTHEBHBIMU YaCTUYHBIMU PE3ePBHBIME KOTIHSIMHU.

7. Cpok peiicTBHS M MOPSI0K BHECEHUs] H3MEHEHHUI

7.1.  Hacrosmas MHCTpyKIHUs BCTyNaeT B CUIIy C MOMEHTA €€ YTBEPKACHUS U JICHCTBYET
OeccpovHo.

7.2. Hacrosmas MHCTpyKIMS MOIJICKUT MEPECMOTPY HE PEXKE OJHOr0 pa3a B TPU roja.

7.3. V3MeHeHMsT W [IONOJHEHUS B HACTOAIIYI0 HHCTPYKIMIO BHOCATCS MPUKA30M
HupekTopa YupexaeHus.
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IIpunoxxenue 5
K mipukasy Ne 192
oT «14» 07.2020

HHOPAAOK
o0paleHns o CbeMHbIMH MAaIIMHHBIMH HOCHTEJISIMH NIEPCOHAIBbHBIX JAHHBIX
B MOY COHI Ne 37

1. TepmuHbI 1 onipeaeeHUs

NudpopmanmoHHass cucTteMa — COBOKYIHOCTh COJepXammxcs B 0a3ax JaHHBIX
MIEPCOHAJIBHBIX JTAHHBIX M 00ECTICUMBAIONIUX MX 00pabOTKy MH(POPMAIMOHHBIX TEXHOJIOTHH U
TCXHUYCCKUX CPCACTB,

CbeMHBII MAIIIMHHBIA HOCUTEID NEpCOHAJIBHBIX HAaHHBIX — CMEHHBIM HOCHUTEIb
MEPCOHAIbHBIX NAHHBIX, HpeHHaSHaquHLIﬁ IJIg 3allACHU U CHUTBIBAHUA TMICPCOHAJIBHBIX NAaHHBIX,
MPCACTAaBJICHHBIX B CTAHAAPTHLIX KOAAX;

O6paboTka MEPCOHANBHBIX JAHHBIX — JII000E JelCcTBUE (Orepanus) Wi COBOKYITHOCTh
JeHCcTBUI (orepannii), COBEpIIaeMbIX C HCIIOJIb30BAHMEM CPEACTB aBTOMAaTH3aIluu WU 0e3
UCTIOJIB30BaHUSI TaKWX CPEACTB C TIEPCOHAIBHBIMH JIaHHBIMHU, BKJIIOYas cOOp, 3aIluCh,
CHCTEMaTH3aIlMI0, HAKOIUICHHE, XpaHeHNEe, yTouHeHne (OOHOBJICHHE, N3MEHEHUE), N3BIICUYCHUE,
WCIIOJIb30BaHue, Mepenavyy (pacmpocTpaHEHHE, MPEAOCTaBICHHUE, JOCTYI), O0e3TNYUBaHUE,
6JIOKI/Ip0BaHI/Ie, YAAJICHUC, YHUUTOXKCHUC ICPCOHAJIBHBIX TAHHBIX,

[lepconanbHble naHHBIE — JI00ast WH(GOpPMAIMS, OTHOCAIIA’CS K MPSIMO HIU KOCBEHHO
OTpeIcIEHHOMY WX OTpeeseMoMy (Gu3ndeckoMy TUIly (CyOBeKTYy MepPCOHATbHBIX TaHHBIX);

CpenctBo 3amuThl  MHPOpPMALMM — TPOrpaMMHOE oOecreueHue, MpPOrpaMMHO-
ammapaTHoe — oOecliedeHHWe,  amnmapaTHoe  oOeclieueHHWe, BEIIeCTBO WM Marepual,
NpeHa3HAYCHHOE WM UCTIOIh3yeMOe IS 3aIIUThI HH(POPMAIIHH.

2. OO0mue MoJIOKEeHUA

2.1. Hacrosmmii Ilopsmoxk oOpamieHuss €O CHEMHBIMM MAIIMHHBIMH HOCHTEISIMH
nepcoHanbHbIX AaHHBIX B MOY COI Ne 6 (nanee — [Topsiiok), pa3paboTaH B COOTBETCTBUU C
3akoHoAaTenbcTBOM Poccuiickoit ®exepanuu 0 mnepcoHanbHBIX AaHHBIX (nanee — [I/IH) u
HOPMAaTHBHO-METOJMYECKUMH JOKYMEHTaMH (eepaabHbIX OpPraHOB HCIIOJHUTEIBLHONW BIACTH
o Borpocam Oe3onacHocTH I1/[H mpu nx oO6padoTke B MHPOPMAIIMOHHBIX CHCTEMax (Janee —
HC).

2.2. Hacrosmuit [lopsaok onpenensier:

— IpaBuia OOpaIleHUs] CO CbeMHBIMH MAlIMHHBIMH HOCUTENIIMH HH(OpMaIUH, B TOM
yucne u [1/1n (nanee — CMHN);

— nopsaok opranuzauuu yueta CMHU;

— nopsanok yanutoxxkenuss CMHU.

2.3. Ilon CMHU B Hactosamem [lopsnke mNOHMMAIOTCS CJIEAYIOIIME HOCHUTEIN

UHpOpMaLUK:
— ontuyeckue aucku (CD, DVD) ogqHOKpaTHOM M MHOTOKPATHOM 3aITUCH;
—  DJICKTPOHHBIC HaKOMUTENTH HHMOpMAIUH ((PIdII-MaMATh, ChEMHBIE )KECTKUE JUCKH);
—  HHBIC HOCUTENIU HH(OPMAIIH.

2.4. TpeboBanus Hacrtosimiero Ilopsiaka sBISIFOTCS 00s13aTETBHBIMU ISl MCTIONHEHUS
Bcemu pabotHukamu MOY COII Ne 6 (manee — YupekieHue), UCIOJB3YIONIMMU B CBOEH
pabore CMHU.
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2.5. Bce pabotHuku Yupexaenus, ucrnoiasiytomue CMHU, nomkHbI ObITh 03HAKOMIICHBI
¢ TpeboBaHUAMHU HacTosIUM [lopsaKoM o HOANHUCE.

2.6. Hacroamuii Ilopsinox sBiseTcss JONOJHEHHEM K JEHCTBYIOIIMM JIOKAJIBHBIM
HOPMATHUBHBIM aKTaM (BHYTPEHHUM JOKYMEHTaM) IO BOIpocaM oOecreyeHus Oe30MacHOCTH
CBEIEHUI KOH(UACHIMAIBFHOIO Xapakrepa, B ToMm umcine u IIJI[H, W He WHCKIOYaeT
00513aTEILHOTO BHIMIOJIHEHUS UX TPEOOBaHUH.

3. IlpaBuja odpaieHusi CO CbeMHBIMHM MAIIMHHBIMU HOCHUTEJISIMU NMEPCOHATBHBIX
JaHHBIX

3.1. Oo6pamenue co CMHWM nomxHO oOCyIIecTBIsSETCS TakKUM 00pa3oM, YTOObI
UCKIJIIOYAJINCh UX yTpaTa, Mopya U HECAaHKIIMOHUPOBAHHBIN TOCTYII K HUM IIOCTOPOHHMX JIUII.
3.2. Ilpu obpamennu co CMHU, BBIMONHAIOTCS CIEAYIOIINE OCHOBHBIE ITPaBUIA!

— CMHM y4uThIBatOTCS U BBIIAKOTCA MO TOAIHUCH;

— CMHH, cpok sKkcrulyatalud KOTOPBIX HMCTEK, YHHUYTOXKAKOTCS B YCTAHOBJICHHOM
HOPSIZIKE;

— gmua BeilHoca CMHM 3a mpenensl KOHTPOIMpPYEMOW 30HBI, 3alpalluBacTCs
CIelMaIbHOE Pa3pelleHue y OTBETCTBEHHOTO 3a obecnedyenue o6esonacHoctu I1/1H B
NC (manee — OTBETCTBEHHBI), a (DaKT BEIHOCA PUKCUPYETCS;

— mnpaso Ha nepemenienne CMHMU 3a npenensl KOHTPOIMPYEMOM 30HbI, UMEIOT TOJIBKO
T€ JIMIA, KOTOPBIM OHO HEOOXOAMMO ISl BBINOJIHEHUS CBOUX JOJDKHOCTHBIX
obsi3aHHOCTEH ((PYHKITUN);

— Bce CMHM gpomxsbl XpaHutrcs B ceiipax (Merammmueckux —Imkadax),
000pYyIOBaHHBIX BHYTPEHHHMHU 3aMKaMH € ABYMs WM Oosee AyOIuKaTaMy Kirouer
U TPHUCIOCOOJEHHBIMU Ul ONEYaThbIBAHUSA 3aMOYHBIX CKBAKMH WJIM KOJOBBIMHU
3aMKaMy;

— pomyckaercs xpanenne CMHU BHe ceiidoB (Merammndyeckux mkadoB) mpu
ycinoBusix — yHuuToxkeHus (ctupanus) [l w  ocratounodt wmHbOpMmaruu
(uH(pOpMaIMM, KOTOPYIO MOYKHO BOCCTAHOBMTH IIOCIE YAAJNEHHS C IOMOIIBIO
HEIUTaTHBIX CPEJICTB U METOJIOB) C MCIIOJIb30BAHUEM CPEACTB CTUPAHUS JAHHBIX U
OCTaTOYHON HH(OpMAIMK, JUOO €CIM Ha ChEMHOM MamumHHOM Hocutene [1/1H
xpausaTcss Tonpko II/lH B 3amm@poBaHHOM BHJIE C HCHOJIB30BAHUEM CPENICTB
KpUnTorpaguyeckoi 3amuThl UHPOPMALIUH.

3.3. CMHMU pnomxkeH UCHONB30BaThCs, HE 0oJiee cpoKa KCIUTyaTallud, YCTaHOBICHHOTO
M3rOTOBUTENIEM MaTEPUAILHOTO HOCUTEIS.

4. Tlopsinok XpaHeHHs U y4eTa CbeMHBIX MALIMHHBIX HOCHUTEJIeH MepCOHATbHBIX TaHHbBIX

4.1. CMHMU, nomxHBI UMETh CIICIMATBHYI0O MAapKHUPOBKY. THUIT MAapKHUPOBKH BBHIOMpPACTCS
OTBETCTBEHHBIM.

4.2. Bce mHaxomamecs Ha XpaHeHun u B oOpamennn CMHU  yuurtbBaroTcs
OtBetcTBeHHBIM B «OKypHasie yuera CbeMHBIX MAaIIMHHBIX HOCUTEJIEH NMePCOHAIBHBIX JTAHHBIX B
MOY COLII Ne 6y, popma koToporo ycranosseHa B [Ipunoskennn 1 k Hactosiemy [opsaxy.

4.3. B Hepabodee BpeMs U BpeMsl OTCYTCTBHS HEOOXOAMMOCTH HCmoOib3oBanus [1J{H
CMHMU nomxubl XpanuThes B Xxpanwiniiax CMHU.

4.4. llepeuenr xpaHunuil omnpenensercs B <«OKypHane ydera XpaHWIMIL HOCHUTENIEH
nepcoHanbHbIX JaHHBIX B MOY COI Ne 6.
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[Tonp3oBatenu a1 BeimoaHeHUs: padot noixydatror CMHU y OtBerctBennoro. [1pu

NOJY4YEHUU JEeNAaloTCsl COOTBETCTBYIOHME 3amucu B «JKypHane ydera ChbEMHBIX MAalllMHHBIX
HOcUTeNEN nepcoHanbHbIX AaHHBIX B MOY COLI Ne 6.

5. HOpH}lOK YHUUYTOXKCHUA CHbEMHBIX MAIIIMHHBIX HOCHTeJel NEePCOHATBHBIX JaHHBIX

5.1.

5.2.

YHuuroxenue [1J[H Mpon3BOAUTCS TOJIBKO B CIECAYIOLIUX CIIydasx:
oOpabarbiBaemble [I/IH momyexar yHUYTOXKEHUIO JHOO O0O0E3THMUYMBAHHUIO TI0
JNOCTIDKEHUHM 1eJe o0paboTkuM WM B clyyae yTpaThl HEOOXOIMMOCTH B
JOCTHKEHUH STHX IIeJIeH, €ClTM HHOE HEe TPEAYCMOTPEHO (heaepaibHbIM 3aKOHOM;
IT/[H ABISAOTCS HE3aKOHHO MOJYYEHHBIMHU WIIM HE SIBIIAIOTCA HEOOXOAMMBIMHU AJIS
3asBJICHHOH 11eTH 00paboTKH;

B CiIy4ae BBIABJICHHS HempaBoMepHOW o0padotku II/IH, ecoum obecnednTh
paBoOMepHOCTh 00paboTku [1/IH HEBO3MOKHO;

B CIy4dae JOCTIKeHus 1ies 00padoTku [1/1H;

B ciiyyae oT3bIBa cyobekroMm [I/lH cormacus Ha oO6pabotky ero IIJIn u B ciyuae,
eciu coxpanenue [1/1a 6onee He Tpedyercs s neneit oopadorku [1]1H.

CMHMU, npuienive B HETOAHOCTh WJIM OTCIYKMBIIHWE YCTAHOBJICHHBIM CpOK,

MoJIC)KAaT YHUYTOXKCHHIO.

5.3.

Yauurtoxkenne CMHUM  ocymiecTBisieTcss KOMHCCHMEH 1O  YHUYTOXKEHMIO,

Ha3HA4YCHHOU IIpuKa3oM /[upekropa YupexaeHus.

5.4.

5.5.

[Tpu yanuroxxenun CMHU Heob6xonumo:

yoenutbcs B HeoOxoaumoctu yHuatoxxenus CMHU;

yOemuThCsT B TOM, 4YTO YHHYTOXKAIOTCA TOJNBKO Ta HHpoOpMAIus, KOTopas
IpeHa3HaYeHa JJI1 YHUYTOKEHNUS,

yanutoxkuth CMHU moaxopsiimuMm crocoOOM, B COOTBETCTBUU C HACTOSIIUM
[Topsinkom wunu crnocoOOM, yKa3aHHBIM B COOTBETCTBYIOIIEM TpeOOBaHUM WU
pacropsIAUTENIBHOM JOKYMEHTE.

[Tpu yanuroxxeann CMHU npuMeHsToTCs ciaeayomnme CrocoObl:

u3MenpYeHre B Oymaropes3arenbHo (OyMaroyHWUYTOKUTENBHON) MAIIWMHE — JUIS
JIOKYMEHTOB, UCTIOJIHEHHBIX Ha Oymare;

THIATEJIbHOE  BbIMAaphIBaHUWE (C  MPOBEPKOM  THIATEIBHOCTH  BBIMAPBIBAHUS)
uHPOpMAIIMK, TIOJUICKAIICH YHHUYTOKEHUIO — IS COXPaHEHUS BO3MOKHOCTH
00pabOTKH WHBIX JAHHBIX, 3a()UKCHPOBAHHBIX B IOKYMEHTE;

U3MENbUCHUE B CIEHHAIBHOW MYJIbTUPE3aTEeIbHON (MYJIbTUYHUUYTOXKUTEILHOMN)
MaluHe Wi (pu3nyeckoe YHHUUYTOXKEeHHE (pa3pylleHne) HocuTesell nHpopManun —
s CMHMU Ha onTMyeckux AUcKax;

¢usuueckoe yanutoxenue yacreit CMHU — paspymienne wnm cuiibHast aedopMmarius
— JUIsl HOcWTeJer WHQPOpMAIMM Ha JKECTKOM MAarHUTHOM JHCKe (YHUYTOXEHHUIO
noJJIe)KaT BHYTPEHHUE IUCKH M MuKpocxeMmsbl); SSD-mumckax, USB- u Flash-
HOCUTENSIX (YHHUYTOXKCHHMIO MMOAJIEKAT MOIYJIM U MHUKPOCXEMBI JI0JITOBPEMEHHOM
MaMsATH);

CTHUpPaHUE C TIOMOIIbIO CEPTUPHUIIUPOBAHHBIX CPEACTB YHHUTOKEHUS HHPOPMAIIH —
JUIsE 3amKcel B 6a3ax JaHHBIX M OTAEIBHBIX JTOKYMEHTOB HAa MAllIMHHOM HOCHUTEIIE.
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5.6. Ilo pesynpratam yHuutoxkeHuss CMHUN komuccuelr coctaBisieTcsi  «AKT
YHUYTOXKEHUSI ChEMHBIX MAIIMHHBIX HOCHUTENIEH MEepPCOHANbHBIX JAHHBIX», (OpMa KOTOPOIo
yctaHoBieHa B [Ipunoxenuu 2 k Hactosimemy [lopsiaky.

6. OTBETCTBEHHOCThH

6.1. OTBeTCTBEHHBIM 3a XpaHeHHe, yueT U Beiiauy CMHU, aBisercss OTBETCTBEHHBIM.

6.2. Bce pabotHuku Yupexnenus, ucnoisdytomme CMHUW u OTBeTCTBEHHBIM HECYT
OTBETCTBEHHOCTh 3a HEHAJJIE)XKalllee WCIOJHEHHE WIM HEUCIOJIHEHUE CBOUX OOS3aHHOCTEM,
IIPEIyCMOTPEHHBIX HacToAmuM llopsakom, B mpenenax, ONPENEICHHBIX JEHCTBYIOIUM
3aKOHOATEILCTBOM Poccuiickou denepanuu. 3a HECOOJII0IEHNE TpeOOBaHMIt
3akoHomarenscTBa  Poccuiickoit  denepanuu  IpeayCMOTpEeHAa TpakJaHCKas, YroJIOBHAsd,
aMMHHUCTpATUBHAs, TUCIUIUINHAPHASI OTBETCTBEHHOCTb.

7. Cpok neiicTBUsI H NOPS/IOK BHECEHUSI M3MEHEHM

7.1.  Hacrosmmii [lopsanok BCTymaeT B CHIIy C MOMEHTA €r0 YTBEPXKACHUS U JIEHCTBYET
OeccpovHo.

7.2.  Hacrosmmii [Topsigok moaiexuT nepecMoTpy He peke OJTHOTO pa3a B TpU roja.

7.3. H3meHeHus u nonojaHeHus B HacTosuui [lopsimok BHOcsTCA npuka3zom Jupekropa
VYupexnenus.



